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Module Overview 

 

This module explains how to configure, manage, and troubleshoot Microsoft® 
Windows® Internet Name Service (WINS) servers. WINS is a NetBIOS Name 
Server (NBNS) that you can use to resolve NetBIOS names to IP addresses. 
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Lesson 1 
Overview of the Windows Internet Name 
Service 

 

The purpose of WINS in a network infrastructure is to resolve NetBIOS names to 
IP addresses for effective communication between systems and applications that 
still make use of single names.  
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When is WINS Required? 

 

Key Points 
WINS resolves NetBIOS names to IP addresses, which can reduce NetBIOS 
broadcast traffic and enable clients to resolve the NetBIOS names of computers 
that are on different network segments (subnets). 

WINS is required for the following reasons: 

• Older versions of Microsoft operating systems rely on WINS for name 
resolution. 

• Some applications, typically older applications, rely on NetBIOS names. 

• You may need dynamic registration of single-label names. 

• Users may rely on the Network Neighborhood or My Network Places network 
browser features. 

• You may not be using Windows Server 2008 as your DNS infrastructure. 
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Additional Reading 
• Windows 2000 Server Windows Internet Naming Service (WINS) Overview 

• Why you still run Windows Internet Naming Service (WINS) 
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Overview of WINS Components 

 

Key Points 
To install and configure a WINS server properly, systems administrators must have 
a thorough understanding of the WINS components and the way in which they 
work together in a network environment. 

The complete Windows Server 2008 WINS system includes the following 
components: 

• WINS server  

• WINS database 

• WINS clients  

• WINS proxy agent 
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Note: Windows Server 2008 enables you to migrate from WINS to a complete DNS 
solution when your infrastructure supports the prerequisites presented later in the 
module. This is made possible by utilizing a single-label name zone, called 
GlobalNames, in Windows Server 2008 DNS. 

Additional Reading 
• WINS Components 
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WINS Client Registration and Release Process 

 

Key Points 
Name registration is the process of a WINS client requesting and receiving the use 
of a NetBIOS name for the services that the client makes available on the network. 
The request may be for a unique (exclusive) name or a group (shared) name. 

Name release is the process of a WINS client requesting a NetBIOS name 
deregistration from the WINS database. 

Additional Reading 
• Verify WINS registration of client NetBIOS names 
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What is Burst Handling? 

 

Key Points 
Burst handling allows a WINS server to handle a high number of simultaneous 
name registration requests. 

Burst handling allows the WINS server to respond positively and immediately to 
WINS clients without actually accepting the name registration request. 

Additional Reading 
• Burst handling 
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WINS Server Name Resolution Process 

 

Key Points 
Before clients can use a WINS server for name resolution, you first must configure 
them with the IP address of the WINS server. 

You can configure WINS clients with a list of multiple WINS servers. The WINS 
client attempts to use only the first WINS server that its TCP/IP configurations list. 
If the first WINS server does not respond, the WNS clients contacts other WINS 
servers until it receives a response or it exhausts the list of usable WINS servers. 

Additional Reading 
• NetBIOS over TCP/IP Name Resolution and WINS 

• Microsoft TCP/IP Host Name Resolution Order 
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What are NetBIOS Node Types? 

 

Key Points 
A NetBIOS node type is a configurable setting that determines the method that a 
computer uses to resolve a NetBIOS name to an IP address.  

Understanding how the various node types function will help you to configure 
your WINS solution properly. Windows Server 2008 supports the following node 
types: 

• B-node (broadcast) 

• P-node (peer to peer) 

• M-node (mixed) 

• H-node (hybrid) 

 

Additional Reading 
• NetBIOS over TCP/IP Name Resolution and WINS 
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Demonstration: Installing and Configuring a WINS Server 
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Lesson 2 
Managing the WINS Server 

 

For WINS to operate effectively in a Microsoft environment, the clients and servers 
must have their names registered with the WINS service. There may be instances 
when incorrect entries in the WINS server database create problems with NetBIOS 
name resolution. 
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Overview of Client Records 

 

Key Points 
The WINS database is made up of client records. A client record contains detailed 
information for each NetBIOS-dependent service that runs on a WINS client. 

WINS displays all records in the database and organizes WINS record information 
into the following columns: 

• Record Name 

• Type 

• IP Address 

• State 

• Static 

• Owner 

• Version 

• Expiration 
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Additional Reading 
• View WINS Records 



3-16 Configuring and Managing WINS 

Demonstration: Filtering and Viewing Records in WINS 
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How Scavenging Works 

 

Key Points 
Scavenging is the process of deleting and removing expired entries from the WINS 
database.  

Additional Reading 
• Maintaining the WINS database 



3-18 Configuring and Managing WINS 

Deleting WINS Records 

 

Key Points 
You can recover unused space by deleting obsolete records in the WINS database. 
The WINS Management console provides improved database management by 
supporting the following deletion operations: 

• Simple deletion of WINS database records that are stored on a single-server 
database. 

• Tombstoned deletion, which is the removal of records that are marked for 
deletion (tombstoned) from the WINS database only after they have been 
replicated to databases on other WINS servers. 

• The ability to select multiple groups of displayed database records when 
performing either a simple deletion or tombstoned deletion. 

 

Additional Reading 
• Deleting and tombstoning records 
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Backing Up and Restoring the WINS Database 

 

Key Points 
If you are unable to repair database corruption that results from a system failure, 
virus attack, power failure, or other disaster, you can restore the database from a 
backup. 

The WINS Management console provides backup tools for the WINS database. 

Additional Reading 
• Maintaining the WINS database 
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Compacting the WINS Database 

 

Key Points 
Recovering unused space in a WINS database helps maintain performance. By 
compacting the WINS database, you are able to recover unused space. 

Dynamic compaction occurs as a background process during idle time as the 
database is updated. This reduces the need to perform offline compaction. 

Note: WINS uses the Jet database format for storing its data. Jet produces J<n>.log 
and other files in the %systemroot%\System32\Wins folder. 

Additional Reading 
• How to Use Jetpack.exe to Compact a WINS or DHCP Database 
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Demonstration: Managing the WINS Server Database 
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Lesson 3 
Configuring WINS Replication 

 

By default, a WINS server contains information only about its own clients. To 
ensure effective NetBIOS name resolution in an environment with multiple WINS 
servers, each WINS server needs to be aware of all clients, regardless of the WINS 
server that registered the client.  

WINS replication occurs between two WINS servers to maintain consistent data 
across multiple WINS servers.  

The default configuration for WINS replication partners is the push/pull 
replication type. 

Note: Rather than replicate the entire database, WINS servers replicate only the 
changes that are made to their databases. 
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What is Push Replication? 

 

Key Points 
Push replication is the process of copying updated WINS data from one WINS 
server to other WINS servers whenever the WINS server that contains the updated 
data reaches a specified threshold of changes. 

You should configure a replication partner as a push partner if fast communication 
links connect the servers.  

Additional Reading 
• Push partners 
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What is Pull Replication? 

 

Key Points 
Pull replication is the process of copying updated WINS data from a WINS server 
to another WINS server at specific, configurable intervals. 

You should configure a replication partner as a pull partner if slow communication 
links connect the WINS servers. 

Additional Reading 
• Pull partners 
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What is Push/Pull Replication? 

 

Key Points 
In the push/pull replication process, a WINS server updates its records with new 
database entries from its replication partners, based on a replication threshold and 
interval. 

You should configure a replication partner as a push/pull partner if you want to 
specify both a replication threshold and interval for the partner. 

WINS replication partners are configured as push/pull partners by default. 

Additional Reading 
• WINS replication overview 
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Demonstration: Configuring WINS Replication Partner 
Properties 
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Checking WINS Database Consistency 

 

Key Points 
Checking WINS database consistency helps maintain database integrity among 
WINS servers in a large network. 

When you initiate consistency checking at the WINS management console, records 
are verified based on each owner listed in the current server database, including 
other WINS servers that are indirect (not directly configured) replication partners. 

Additional Reading 
• Manually check database consistency 
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Lesson 4 
Migrating from WINS to DNS 

 

Today, numerous Microsoft customers deploy WINS technology and servers in 
their environment.  

To help customers migrate to DNS for all name resolution, the DNS Server role in 
Windows Server 2008 supports a special GlobalNames Zone (GNZ) feature. GNZ 
is designed to enable the resolution of these single-label, static, global names for 
servers using DNS. 

GNZ is intended to assist in the retirement of WINS. However, it is not a 
replacement for WINS.  
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Name Resolution for a Single-Label Name 

 

Key Points 
By default, DNS clients append suffixes that they obtain from several sources to 
resolve a single-label name. 

Additional Reading 
• DNS Server GlobalNames Zone Deployment document 
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What is the GlobalNames Zone? 

 

Key Points 
The GlobalNames Zone is not a new zone type, but its reserved name distinguishes 
it. The name GlobalNames indicates to the DNS Server service running on 
Windows Server 2008 that the zone is to be used for single-name resolution. 

The recommended GNZ deployment is by using an Active Directory Domain 
Services-integrated zone (named GlobalNames) that is distributed globally. 

Additional Reading 
• DNS Server GlobalNames Zone Deployment document 
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How GlobalNames Zone Name Resolution Works 

 

Key Points 
The GlobalNames Zone name resolution process is as follows: 

1. A user types in http://mycontoso into the browser address bar on a computer 
that is joined to the engineering.corp.contoso.com domain. 

2. The browser calls the GetAddrInfo() function to resolve the name mycontoso. 

3. GetAddrInfo() invokes the DNS client to resolve the name. 

4. The DNS client sends out the following qualified queries (based on the suffix 
search list): 

• mycontoso.engineering.corp.contoso.com  Name Error 

• mycontoso.accounting.corp.contoso.com  Name Error 

• mycontoso.itgroup.corp.contoso.com  Name Error 

5. If the qualified queries fail, the DNS server searches the GlobalNames zone, if 
configured, and tries to resolve that zone’s single-label name. 
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Additional Reading 
• DNS Server GlobalNames Zone Deployment document 
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Setup Requirements for Implementing the GlobalNames 
Zone 

 

Key Points 
There are different methods for implementing the GlobalNames zone: 

• Deploy multiple forests  

• Deploy all domains and client computers in all forests 

• Use a select set of DNS servers to host the GNZ 

 

Additional Reading 
• DNS Server GlobalNames Zone Deployment document 



3-34 Configuring and Managing WINS 

Demonstration: Migrating From WINS to DNS Using the 
GlobalNames Zone 
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Lab: Configuring a WINS Infrastructure 

 

Objectives 
• Install WINS 

• Configure WINS burst handling 

• Configure WINS replication 

• Migrate from WINS to DNS 

 

Scenario 
You are tasked with installing a second WINS server for the Woodgrovebank 
domain for fault tolerance and use as a secondary WINS server resolver for domain 
clients. The database consistency and speed of convergence are of the utmost 
importance. Replication must be set up to make sure records replicate on change 
vector or time vector, whichever happens to occur first. 
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After successfully implementing the secondary WINS server, management 
wants you to test the new GlobalNames zone use in Windows Server 2008 DNS 
to help retire WINS servers that the Woodgrovebank domain uses. IT staff are 
finding the task of maintaining the domain name suffix-search list difficult, and 
Woodgrovebank domains still use single-label names for internal web server 
names. Install and verify that this new option in DNS will help in decommissioning 
the existing WINS servers. 

Lab Setup 
For this lab you will use the available virtual machine environment. Before you 
begin the lab, you must: 

1. Start the 6421A-NYC-DC1 and 6421A-NYC-SVR1 virtual machines. 

2. Log on to 6421A-NYC-SVR1 with the user name 
Woodgrovebank\administrator and the password Pa$$w0rd. 

3. Close the Initial Configuration Tasks window. 

4. Close the Server Manager window. 
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Exercise 1: Installing WINS 

Exercise Overview:  
In this exercise, you will install the WINS feature on 6421A-NYC-SVR1. 

The main tasks are as follows: 

1. Verify the lab setup. 

2. Open the Server Manager console. 

3. Install the WINS feature. 

 

 Task 1: Ensure that you have completed the steps in the Lab Setup 
• Review the Lab Setup section and ensure you have completed the steps before 

you continue with this lab. 

 

 Task 2: On 6421A-NYC-SVR1, launch the Server Manager console 
1. Open Administrative Tools. 

2. Launch Server Manager. 

Note: The Server Manager console opens. 

 



3-38 Configuring and Managing WINS 

 Task 3: From the Server Manager console, install the WINS feature 
1. In Server Manager, use the Add Features Wizard to install the WINS feature 

on 6421A-NYC-SVR1. 

2. On the Installation Results page, verify that the installation succeeded before 
closing the wizard. 

Note: The WINS feature is installed on 6421A-NYC-SVR1. 

 

Important: Do not log off or shut down the virtual machines at this point. 
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Exercise 2: Configuring WINS Burst Handling 

Exercise Overview:  
In this exercise, you will configure burst handling, create a static record, configure 
scavenging intervals, and configure clients to use the WINS servers for NetBIOS 
resolution. 

The main tasks are as follows: 

1. Configure the WINS server for burst handling. 

2. Create a static entry in the WINS database. 

3. Configure scavenging on the WINS server. 

4. Configure NYC-DC1 to use the WINS server for NetBIOS resolution. 

5. Test NetBIOS name resolution. 

 

 Task 1: Configure the WINS server for burst handling 
1. On NYC-SVR1, start the WINS console. 

2. Configure Burst Handling with the option of Low. 

 

 Task 2: Create a static entry in the WINS database 
1. In the WINS console, create a New Static Mapping with the following 

properties:  

• Computer name of HRWEB 

• IP address of 10.10.0.10 

2. Use Active Registrations to verify the new static entry exists. 

Note: Do not close the WINS console. 
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 Task 3: Configure scavenging on the WINS server to take place once 
every seven days 
• In the WINS Properties dialog box for NYC-SVR1, use the Intervals tab to set 

the extinction timeout value to seven days. 

 

 Task 4: Configure 6421A-NYC-DC1 to use the WINS server for 
NetBIOS resolution 
1. On NYC-DC1, open Network Connections and open the properties of the 

Local Area Connection. 

2. In the Local Area Connection Properties dialog box, under This Connection 
Uses the Following Items, open the properties of TCP/IPv4. 

3. Click Advanced and configure the computer to use the WINS server (IP 
address of 10.10.0.24). 

 

 Task 5: Test the NetBIOS name resolution capabilities 
• On NYC-DC1, in a command window, type ping hrweb.  

The name resolution should be successful and resolve to 10.10.0.10. 
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Exercise 3: Configuring WINS Replication 

Exercise Overview:  
In this exercise, you will configure the WINS feature on 6421A-NYC-SVR1 and 
6421A-NYC-DC1 to be push/pull replication partners to maintain the consistency 
of WINS records. 

The main tasks are as follows: 

1. Configure push and pull replication on NYC-DC1. 

2. Configure push and pull replication on NYC-SVR1. 

3. Verify replication. 

 

 Task 1: Configure push and pull replication on NYC-DC1 
1. Open WINS from the Administrative Tools menu. 

2. In the WINS Administrative Tool window, use Replication Partners to select 
a new replication partner with the IP address of 10.10.0.24. 

The Replication Partners details pane lists NYC-SVR1 as a Push/Pull partner. 

 

 Task 2: Configure push and pull replication on NYC-SVR1 
1. Open WINS from the Administrative Tools menu. 

2. In the WINS Administrative Tool window, use Replication Partners to select 
a new replication partner with the IP address of 10.10.0.10. 

The Replication Partners details pane lists NYC-DC1 as a Push/Pull partner. 

 

 Task 3: Verify replication  
1. On NYC-SVR1, force replication and then verify that records appear from both 

10.10.0.10 and 10.10.0.11 as owners. 

2. On NYC-DC1, force replication and then verify that records appear from both 
10.10.0.10 and 10.10.0.24 as owners. 
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Exercise 4: Migrating from WINS to DNS 

Exercise Overview:  
In this exercise, you will migrate single-label name resolution from WINS to the 
GlobalNames zone in DNS. 

The main tasks are as follows: 

1. Create a GlobalNames zone and enable GNZ functionality. 

2. Create an Alias record for a single-label name resource. 

3. Decommission WINS. 

4. Verify GlobalNames single-label name resolution. 

5. Close all virtual machines and discard undo disks. 

 

 Task 1: Create the GlobalNames zone in DNS 
1. On NYC-DC1, open the DNS console from the Administrative Tools menu. 

2. Create a new forward lookup zone with a name of GlobalNames, a replication 
scope that is forest wide and do not allow dynamic updates. 

3. Open an administrative command prompt. 

4. Type Dnscmd NYC-DC1 /config /Enableglobalnamessupport 1 and then 
press ENTER. 

 

 Task 2: Create the Alias record for the single-label name resource 
1. In the DNS Manager console, create a New Alias (CNAME) record in the 

GlobalNames forward lookup zone with an alias name of HRWEB and a 
FQDN of NYC-DC1.Woodgrovebank.com. 

2. Close the DNS Manager console. 
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 Task 3: Decommission WINS on NYC-DC1 and NYC-SVR1 
1. On both NYC-DC1 and NYC-SVR1, launch the Server Manager console from 

the Administrative Tools menu. 

2. Remove the WINS feature from both NYC-DC1 and NYC-SVR1. Restart as 
necessary. 

 

 Task 4: Verify GlobalNames single-label name resolution 
1. Log on to NYC-DC1 as administrator with a password of Pa$$w0rd. 

2. Log on to NYC-SVR1 as administrator with a password of Pa$$w0rd. 

3. Complete the WINS removal as required on both servers. 

4. On NYC-DC1, open a command prompt and then type ping hrweb. 

The ping command is successful and resolves to nyc-dc1.woodgrovebank.com. 

 

 Task 5: Close all virtual machines and discard undo disks 
1. On the host computer, click Start, point to All Programs, point to Microsoft 

Virtual Server and then click Virtual Server Administration Website. 

2. Under Navigation, click Master Status. For each virtual machine that is 
running, click the Virtual Machine Name, and in the context menu, click Turn 
off Virtual Machine and Discard Undo Disks. Click OK. 
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Module Review and Takeaways 

 

Review questions 
1. In the case of a corrupt database in WINS where a backup location was 

specified during configuration, what are the steps to repair the WINS server so 
it is in an operational state? 

2. What are some of the benefits that you can realize by using the GNZ in DNS 
for single-label name resolution? 

3. Your organization is thinking about decommissioning its WINS servers and 
use DNS entirely for name resolution. What steps should be taken to ensure 
that this is done successfully, if it can be done at all? 

4. Can WINS be used in an IPv6 environment? What must be configured on 
Windows clients so that they may use the WINS server for NetBIOS 
resolution? 
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Considerations for WINS Services 
Make sure you consider the following prior to installing WINS services: 

• WINS is legacy technology. You should decommission WINS in your 
environment if at all possible. 

• If you require dynamic registration of NetBIOS names in your environment, 
the GNZ option in DNS is not a good choice.  WINS is required. 

• If you are using WINS in your environment, make sure that all servers also 
have the IP addresses of the WINS servers to use in their IP configuration. 

 

Best Practices 
• Use default settings to configure WINS servers. 

• Avoid using static WINS entries for anything other than mission-critical 
servers. 

• Select Push/Pull when configuring replication partners. 

• For best results in WINS replication and convergence time, use a hub-and-
spoke design model. 

• Use only as many WINS servers as you need. 

• To maximize server performance, purchase hardware with optimal disk 
performance characteristics to handle WINS. 

• Monitor and perform regular, offline compaction. 

• Perform regular backups of the WINS database. 

• Configure clients with more than one WINS server IP address. 

• Configure each WINS server computer to point to itself. 

• Use NBTSTAT -RR to register and troubleshoot client connectivity. 
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Tools  

Tool Use for Where to find it 

Microsoft 
Management 
Console 

Local and Remote 
administration of all 
installed Roles and 
Features in Server 2008. 

Click Start, and then point to 
Administrative Tools. Select a pre-
configured tool or type mmc in the Run 
box to create a custom MMC console 
based on the snap-ins that you specify. 

WINS 
management 
tool 

Configuration of the 
WINS service on remote 
servers and the local 
server. 

Click Start, and then point to 
Administrative Tools. Select WINS 
from the available management tools. 

Server 
Manager 

Management and 
Maintenance of the 
installation and removal 
of Roles and Features. 

Click Start, and then point to 
Administrative Tools. Select Server 
Manager from the available 
administrative tools. 

DNS 
management 
tool 

Configuration of the DNS 
service on remote servers 
or the local server. 

Click Start, and then point to 
Administrative Tools. Select DNS from 
the available management tools. 
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