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Module Overview 

 

This module explains how to configure, manage, and troubleshoot Dynamic Host 
Configuration Protocol (DHCP) servers, and DHCP Scopes. 
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Lesson 1 
Overview of the DHCP Server Role 

 

DHCP plays an important role in the Windows Server® 2008 infrastructure. It is 
the primary means of distributing important network information to network 
clients, and it includes important aspects of many other network-enabled tools, 
including Windows Deployment Services (WDS) and Network Access Protection 
(NAP). 
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Benefits of Using DHCP 

 

Key Points 
The DHCP protocol simplifies configuration of IP clients in a network 
environment.  

With the DHCP Server role, you can ensure that all clients have the same 
configuration information, which eliminates human error during configuration.  
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New DHCP Features in Windows Server 2008 

 

Key Points 
The DHCP role on Microsoft Windows Server 2008 supports several new features. 

• DHCPv6 stateful and stateless configuration is supported for configuring 
clients in an IPv6 environment. 

• Network Access Protection (NAP) with DHCP helps isolate potentially 
malware-infected computers from the corporate network. 

• DHCP can be installed as a role on a Windows Server 2008 Server Core 
installation. 

 

Additional Reading 
• DHCP Server 

• The DHCPv6 Protocol 
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How DHCP Allocates IP Addresses 

 

Key Points 
DHCP allocates IP addresses on a dynamic basis, which is known as a lease. The 
lease value can be set to unlimited. However, the value typically is not more than a 
few hours or days. The default lease time is eight hours. 

Additional Reading 
• How DHCP Works 
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How DHCP Lease Generation Works 

 

Key Points 
The DHCP protocol lease-generation process includes four steps that enable a 
client to obtain an IP address. Understanding how each step works will help you to 
troubleshoot problems when clients cannot obtain an IP address: 

1. The DHCP client broadcasts a DHCPDISCOVER packet. 

2. Any DHCP Server in the subnet will respond by broadcasting a DHCPOFFER 
packet. 

3. The client receives the DHCPOFFER packet. 

4. The DHCP servers receive the DHCPREQUEST. 

 

Additional Reading  
• Request for Comments: 1531 Dynamic Host Configuration Protocol 

• TCP/IP Fundamentals for Microsoft Windows: Chapter 6 - Dynamic Host 
Configuration Protocol 
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How DHCP Lease Renewal Works 

 

Key Points 
When the DHCP lease has reached 50 percent of the lease time, the client will 
attempt to renew the lease. This is an automatic process that occurs in the 
background. Computers may have the same IP address for a long period of time if 
they operate continually on a network without being shut down. 

Additional Reading  
• Request for Comments: 1531 Dynamic Host Configuration Protocol 
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DHCP Server Authorization 

 

Key Points 
DHCP allows a client computer to acquire configuration information about the 
network in which it is started up. DHCP communication occurs before any 
authentication of the user or computer, and because the DHCP protocol is based 
on IP broadcasts, an incorrectly configured DHCP server in a network can provide 
invalid information to clients. To avoid this, the server must be authorized. 

Additional Reading  
• DHCP Resources 

• Networking Collection 
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Demonstration: Adding the DHCP Server Role 
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Lesson 2 
Configuring DHCP Scopes and Options 

 

Administrators must configure the DHCP scopes after the DHCP role is installed 
on a server. A DHCP scope is the primary method by which you can configure 
options for a group of IP addresses. It is based on an IP subnet and can have 
settings specific to hardware or custom groups of clients. In this lesson, you will 
learn about superscopes, scope options, and managing scopes. 
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What are DHCP Scopes? 

 

Key Points 
A DHCP scope is a range of IP addresses that are available for lease. A scope 
typically is confined to the IP addresses in a given subnet. 
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What are Superscopes and Multicast Scopes? 

 

Key Points 
A superscope is a collection of scopes that are grouped together into an 
administrative whole. This allows clients to receive an IP address from multiple 
logical subnets, even when they are on the same physical subnet. 

A multicast scope is a collection of multicast addresses from the class D IP address 
range of 224.0.0.0 to 239.255.255.255. These addresses are used when 
applications need to efficiently communicate with numerous clients 
simultaneously. 
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Demonstration: Configuring DHCP Scopes 
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What are DHCP Options? 

 

Key Points 
DHCP servers can configure more than just an IP address. They also provide 
information about network resources, such as DNS servers and the default 
gateway. You can apply DHCP options at the server, scope, user, and vendor levels. 

An option code identifies the DHCP options, and most option codes come from 
the Request for Comments (RFC) documentation found on the Internet 
Engineering Task Force (IETF) website. 

Additional Reading  
• DHCP Tools and Settings 

• Request for Comments: 2132 - DHCP Options and BOOTP Vendor Extensions 
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What Are DHCP Class-Level Options? 

 

Key Points 
DHCP options can be applied at a several different levels, such as at the server and 
scope levels. You may need to apply scope options to custom types of computers 
or specific groups of users.  

You specify class-level options when you need to configure a device belonging to a 
particular class in a specific way. A class is a logically defined group based on 
attributes of the IP-based device. This can be based on vendor-specific data or it 
may be user-defined. 

Class-level options include: 

• Vendor class  

• User class 
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Additional Reading  
• DHCP Resources 

• Using option classes 
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What Is a DHCP Reservation? 

 

Key Points 
A DHCP reservation occurs when an IP address within a scope is set aside for use 
with a specific DHCP client. 

Configuring reservations enables you to centralize management of fixed IP 
addresses. 

You can configure custom DHCP options for reservations. These settings will 
override all other DHCP options that you configure at higher levels. 
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DHCP Sizing and Availability 

 

Key Points 
When configuring DHCP scopes and scope options, you must consider how many 
IP addresses to assign and how you will implement fault tolerance. It is a best 
practice to have more than one DHCP server in the network. In the event that one 
server fails, a backup server is in place to lease IP addresses. 

Additional Reading  
• Configuring scopes 

• DHCP Best Practices 
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How DHCP Options Are Applied 

 

Key Points 
If you have configured DHCP options at multiple levels (server, scope, class, and 
reservation levels), DHCP applies options to client computers in the following 
order:  

1. Server level 

2. Scope level 

3. Class level 

4. Reserved-client level 

 
It is important to understand these options when you are troubleshooting DHCP. 

Additional Reading  
• DHCP Resources 
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Demonstration: Configuring DHCP Options 
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Lesson 3 
Managing a DHCP Database 

 

The DHCP database stores information about the IP address leases. It is important 
to understand how to backup the database and resolve database issues if there is a 
problem. In this lesson, you will learn how to manage the database and its data. 
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Overview of DHCP Management Scenarios 

 

Key Points 
The DHCP server database contains configuration data about the DHCP server 
and information about client IP leases. If this information becomes corrupt or 
inconsistent, it can lead to network configuration errors on clients’ computers. It 
also can lead to the same IP address being offered to multiple clients. 

Management scenarios may include: 

• Managing DHCP database growth.  

• Backup and restore.  

• DHCP database consistency.  

• Moving the DHCP database.  

• Adding clients. 

• Adding new network service servers. 

• Adding new subnets.  
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What is a DHCP Database? 

 

Key Points 
The DHCP database is the data file that stores the DHCP configuration information 
and the lease data for clients that have leased an IP address from the DHCP Server.  

The DHCP server database is a dynamic database that is updated as DHCP clients 
are assigned or as they release their TCP/IP configuration parameters. 
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How a DHCP Database is Backed Up and Restored 

 

Key Points 
You can back up a DHCP database manually or configure it to backup 
automatically. An automatic backup is called a synchronous backup. A manual 
backup is called an asynchronous backup. 

• Automatic (synchronous) backup. The DHCP database is backed up 
automatically every 60 minutes. 

• Manual (asynchronous) backup. If you have an immediate need to create a 
backup, you can run the backup option in the DHCP console.  

 

Additional Reading  
• Backing up the DHCP database 

• Restoring server data 
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How a DHCP Database is Reconciled 

 

Key Points 
Reconciling scopes can fix inconsistencies, such as incorrect or missing 
information, for client IP addresses that the scope lease information stores.  

The DHCP Server service stores scope IP address-lease information in two forms: 

• Detailed IP address lease information, which the DHCP database stores 

• Summary IP address lease information, which the server’s Registry stores 
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Moving a DHCP Database 

 

Key Points 
In the event that you must move the DHCP Server role to another server, it is 
advisable to move the database to the new server, as well. This ensures that client 
leases are retained and reduces the likelihood of client-configuration issues. 

You move the database initially by backing it up on the old DHCP server. Then, 
shut down the DHCP service on the old DHCP server. The DHCP database then is 
copied to the new server, where you can restore it using the normal database 
restore procedure. 
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DHCP Server Configuration Options 

 

Key Points 
The DHCP server-configuration options define server-wide behaviors. Certain 
configurations also affect the scopes that the server hosts. 

• General options. These options enable the administrator to set DHCP 
debugging and troubleshooting statistics.  

• DNS options. Configuring the DNS options is important if there are devices or 
operating systems that do not update their DNS information automatically.  

• Network Access Protection options. These enable you to configure NAP to be 
enforced for one or more scopes.  

• Advanced options. These options enable the administrator to force the DHCP 
server to check for IP conflicts when a DHCP client requests a particular IP 
address.  
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Demonstration: Managing a DHCP Database 
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Lesson 4 
Monitoring and Troubleshooting DHCP 

 

DHCP is a core service in modern network environments. If the DHCP service is 
not working properly, or if there is a situation that is causing problems with the 
DHCP server, it is important to know that an issue is occurring and how you can 
locate the problem. In this lesson, you will examine common DHCP issues and 
learn how to diagnose and fix them. 
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Overview of Monitoring DHCP 

 

Key Points 
DHCP is a dynamic protocol. Changes in the network environment usually result 
in DHCP server changes to accommodate the new environment.  

DHCP has three sources of information that you can use for monitoring: 

• DHCP statistics 

• DHCP events in Event Viewer 

• DHCP performance data 
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Common DHCP Issues 

 

Key Points 
The following table describes and provides examples of common DHCP issues: 

Issue Description Example 

Address conflicts The same IP address is 
offered to two different 
clients. 

An administrator deletes a lease. 
However, the client who had the 
lease still believes the lease is valid. 
If the DHCP server does not verify 
the IP, it may release the IP to 
another machine, causing an 
address conflict. This also can 
occur if two DHCP servers have 
overlapping scopes. 

Failure to obtain 
a DHCP address 

The client does not receive a 
DHCP address and instead 
receives an Automatic Private 
IP Addressing (APIPA) self-

If a client’s network card drive is 
configured incorrectly, it may 
cause a failure to obtain a DHCP 
address. 
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Issue Description Example 

assigned address. 

Address obtained 
from incorrect 
scope 

The client is obtaining an IP 
address from the wrong 
scope, causing it to 
experience communications 
problems. 

This often occurs because the 
client is connected to the wrong 
network. 

DHCP database 
suffers data 
corruption or 
loss 

The DHCP database become 
unreadable or is lost due to a 
hardware failure. 

A hardware failure can cause the 
database to become corrupted. 

DHCP server 
exhausts its IP 
address pool 

The DHCP server’s IP scopes 
have been depleted. Any new 
client requesting an IP 
address will be refused. 

All the IPs assigned to a scope are 
leased.  
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What Are DHCP Statistics? 

 

Key Points 
DHCP statistics provide information about DHCP activity and usage. You can use 
this console to determine quickly whether there is a problem with the DHCP 
service or with the network’s DHCP clients. 
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What Is a DHCP Audit Log File? 

 

Key Points 
The audit log provides a traceable log of DHCP server activity. You can use this log 
to track lease requests, grants, and denials, and this information allows you to 
troubleshoot DHCP server performance.  

Additional Reading  
• Audit logging 
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Monitoring DHCP Server Performance 

 

Key Points 
DHCP performance counters become available after you install the DHCP Server 
role. You then can use Performance Monitor to load the performance counters. 

A DHCP server typically should not come under a heavy network load. However, if 
you notice the queue lengths are logging consistently high values, you should 
check the server for bottlenecks that could be slowing DHCP performance. 

Additional Reading  
• DHCP performance monitoring reference 
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Demonstration: Monitoring DHCP 
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Lesson 5 
Securing DHCP 

 

DHCP protocol has no built-in method for authenticating users. This means that if 
you do not take precautions, IP leases could be granted to devices and users who 
have malicious intent. In this lesson, you will learn how to prevent unauthorized 
users from obtaining a lease, how to manage rogue DHCP servers, and how to 
configure DHCP servers so that a specific group can manage them. 
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Securing DHCP 

 

Key Points 
Reasons for securing DHCP include: 

• Preventing an unauthorized user from obtaining a lease. 

• Restricting unauthorized, non-Microsoft DHCP servers from leasing IP 
addresses. 

• Restricting DHCP administration. 
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Preventing an Unauthorized User from Obtaining a Lease 

 

Key Points 
DHCP by itself can be difficult to secure. This is because the protocol is designed 
to work before the necessary information is in place for a client computer to 
authenticate with a domain controller. 

Basic precautions that you should take to limit unauthorized access include: 

• Make sure that you reduce physical access.  

• Enable audit logging on all DHCP servers.  

• Authenticate users. 

• Implement NAP. 

 

Additional Reading  
• Network Access Protection 

• Step-by-Step Guide: Demonstrate DHCP NAP Enforcement in a Test Lab 
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Restricting Unauthorized, Non-Microsoft DHCP Servers 
from Leasing IP Addresses 

 

Key Points 
Many devices and network operating systems have DHCP server implementations. 
Networks are almost never homogeneous in nature, and therefore it is possible 
that at some point a DHCP server that does not check for Active Directory-
authenticated servers will be enabled on the network. In this case, clients may 
obtain incorrect configuration data.  

To eliminate an unauthorized DHCP server, you must locate and disable it from 
communicating on the network either physically or by disabling the DHCP service. 

Additional Reading  
• Manage Server Access 
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Restricting DHCP Administration 

 

Key Points 
The DHCP Administrators group is in the built-in groups on domain controllers or 
on local servers because the DHCP Administrators local group is used to restrict 
and grant access to administer DHCP servers. 

Authorization of a DHCP service is only available to Enterprise administrators. If 
the need exists for a down-level administrator to authorize the domain, it can be 
done using Active Directory delegation. 

Any user in the DHCP Administrators group can manage the server’s DHCP 
service.  

Any user in the DHCP Users group can have read-only access to the console.  

Additional Reading  
• Manage Server Access 
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Lab: Configuring and Troubleshooting the 
DHCP Server Role 
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Exercise 1: Installing and Authorizing the DHCP Server Role 

Scenario 
You are the Network Administrator at Woodgrove Bank, which recently opened a 
new division that needs a DHCP service configured for approximately 200 clients. 
You must configure a DHCP server for the new division. 

Exercise Overview 
In this exercise, you will install the DHCP role and then authorize the server in the 
woodgrovebank.com domain. 

The main tasks are as follows: 

• Start the 6421A-NYC-DC1 and 6421A-NYC-CL1 virtual machines, and log on 
as Administrator with a password of Pa$$w0rd. 

• Configure the DHCP Server role on NYC-DC1. 

• Authorize the DHCP Server role on NYC-DC1. 

 

 Task 1: Start the 6421A-NYC-DC1 and 6421A-NYC-CL1 virtual 
machines and log on as Administrator 
1. Open the Virtual Server Remote Control Client and then double-click 6421A-

NYC-DC1.  

2. Log on to NYC-DC1 as Administrator using the password Pa$$w0rd. Close 
the Initial Configuration Tasks window. 

3. Open the Virtual Server Remote Control Client and then double-click 6421A-
NYC-CL1.  

4. Log on to NYC-CL1 as Administrator using the password Pa$$w0rd. 
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 Task 2: Configure the DHCP Server Role on NYC-DC1 
• On NYC-DC1, use Server Manager to add the DHCP Server role: 

• Bind the DHCP service to the IP: 10.10.0.10. 

• Use default values for all steps except: Disable DHCPv6 for Applications 
on this network. 

• Make sure to Skip Authorization of this DHCP server in AD DS. 

 

 Task 3: Authorize the DHCP Server Role on NYC-DC1 
• On NYC-DC1, use the DHCP console to authorize the NYC-

DC1.woodgrovebank.com DHCP server. 
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Exercise 2: Configuring a DHCP Scope 

Scenario 
You need to configure a DHCP scope for approximately 200 clients. The scope 
must provide information concerning the DNS server and the default gateway as 
part of the information that clients receive when they request a DHCP address. 

Exercise Overview 
In this exercise, you will configure a new DHCP scope, activate the scope, and 
configure scope options so that clients receive the correct information when they 
lease an IP address. 

The main tasks are as follows: 

• Configure a DHCP scope. 

• Configure DHCP scope options. 

• Test the scope using a client workstation. 

 

 Task 1: Configure a DHCP scope 
1. On NYC-DC1, use the Server Manager console to create a new DHCP IPv4 

scope: 

• Name of the scope: Head Office Network Scope 

• The IP address range for the scope: 10.10.0.1 - 10.10.0.254 using a 
subnet mask of: 255.255.0.0 

• An exclusions range of 10.10.0.1 - 10.10.0.30 should be added for servers 
and other devices that use a static IP address 

• Lease duration of one hour 

• Do not configure any additional scope options 
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2. On NYC-CL1, set the Local Area Connection properties for DHCP 
configuration on IPv4 properties for both IP address and DNS resolver 
configuration. Make sure the client computer can obtain an IP address. Verify 
that the client is configured with a default gateway. 

 

Question: Why does the DHCP-configured Local Area Connection not have a 
default gateway? 

 Task 2: Configure DHCP scope options 
• On NYC-DC1, use the DHCP console to configure the 003 Router DHCP 

scope option to point to 10.10.0.10.  

Note: Make sure to configure the scope options and not the server options. 

 

 Task 3: Test the scope using a client workstation 
• On NYC-CL1, use the command prompt and the ipconfig utility to test 

whether the client is able to obtain an IP address and a default gateway, as the 
previous task specifies. 
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Exercise 3: Troubleshooting Common DHCP Issues 

Scenario 
The DHCP server has now been configured. To ensure minimal downtime, your 
department has requested that the DHCP administration team troubleshoot several 
potential configuration problem scenarios. 

Exercise Overview 
You will run a script that will configure the DHCP server so that it will not work 
properly. Using the available information, you will then fix the configuration 
problems that the script caused. 

The main tasks are as follows: 

• Verify DHCP lease information. 

• Modify DHCP Server configuration using scripts to simulate configuration 
issues. 

• Check the client’s ability to lease an IP address. 

• Determine why the DHCP server is not allocating IP addresses. 

• Identify information that has been changed. 

• Configure the DHCP server with the correct router information. 

• Configure the DHCP server with the correct DNS server information. 

• Configure the DHCP with the proper lease period. 

• Verify the information being leased to the client. 

• Close all virtual machines and discard undo disks. 

 

 Task 1: Verify DHCP lease information 
• On NYC-CL1, verify lease information and note the following settings: 

• IPv4 Address 

• Subnet Mask 

• Default Gateway 

• Lease Duration 
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 Task 2: Modify DHCP Server configuration using scripts to simulate 
configuration issues 
• At a command prompt, run the D:\Labfiles\Module4\DHCP.vbs script. 

 

 Task 3: Check the client’s ability to lease an IP address 
• On NYC-CL1, use ipconfig to determine the most critical issue affecting the 

DHCP server. 

 

 Task 4: Determine why the DHCP server is not allocating IP addresses 
• On NYC-DC1, determine if the DHCP scope is activated. 

 

 Task5: Identify information that has changed 
• On NYC-CL1, identify the information that has changed. Compare settings to 

those noted before running the DHCP.VBS script. 

 

 Task 6: Configure the DHCP server with the correct router information 
• On NYC-DC1, verify the router information configured in the scope options. 

 

 Task 7: Configure the DHCP server with the correct DNS server 
information 
• On NYC-DC1, verify the DNS server information configured in the scope 

options. 

 

 Task 8: Configure the DHCP with the proper lease period 
• On NYC-DC1, check that the lease period configured in the scope properties is 

correct. 
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 Task 9: Verify the information being leased to the client 
• On NYC-CL1, use ipconfig to ensure that the client is configured as it was 

before running the DHCP.VBS script. 

 

 Task 10: Close all virtual machines and discard undo disks 
1. On the host computer, click Start, point to All Programs, point to Microsoft 

Virtual Server, and then click Virtual Server Administration Website. 

2. Under Navigation, click Master Status. For each virtual machine that is 
running, click the virtual machine name, and in the context menu, click Turn 
off Virtual Machine and Discard Undo Disks. Click OK. 
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Module Review and Takeaways 

 

Review Questions  
1. What is the main benefit of using DHCP? 

2. With what new security feature does DHCP integrate to force client computers 
to be compliant with company security policies? 

3. What are the four DHCP message broadcasts that are used when a successful 
address lease occurs? 

4. At what point in a DHCP lease does the client usually renew the lease 
automatically? 

5. Why would you use a superscope? 

6. What are the three data sources for monitoring DHCP? 
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Common Issues and Troubleshooting Tips 

DHCP authorization: 
Windows-based DHCP servers will not lease IP addresses unless they are 
authorized. Make sure that when you authorize the DHCP service, you also activate 
the scope. It also is important to remember that stand-alone DHCP servers will 
take themselves offline if they detect another authorized DHCP server in the 
network. 

DHCP and multiple subnets: 
When using DHCP to provide addresses for multiple subnets, make sure that the 
server has an interface in the network in which the scope is defined. For example, 
if the scope is defined within the range of 10.10.0.50 to 10.10.0.100, the DHCP 
server should have an IP address in the subnet where the scope is defined. An 
alternative to having a DHCP server with multiple network interfaces is to 
configure a DHCP relay agent. 

APIPA addresses: 
Automatic Private IP Addressing (APIPA) is an address that a computer assigns 
itself when it is configured to use DHCP, but it cannot obtain an address lease. An 
APIPA address will start with 169.254. in the first two octets of the IP address. 
(This is a reserved IP space specified in RFC). For example, an APIPA address may 
be assigned if the media connecting the client is not working or when the DHCP 
server cannot be contacted. If a single client is experiencing issues, then the issue 
typically is client-related. However, if multiple clients are assigning themselves with 
APIPA addresses, the problem more likely is related to the DHCP server or the 
network configuration that the DHCP server is using. 

Best Practices 
• Use the 80/20 design rule for balancing scope distribution of addresses where 

multiple DHCP servers are deployed to service the same scope. 

Using more than one DHCP server on the same subnet provides increased 
fault tolerance for servicing DHCP clients located on it. When you use two 
DHCP servers, if one server is unavailable, then the other server can take its 
place and continue to lease new addresses or renew existing clients. 

A common practice when balancing a single network and scope range of 
addresses between two DHCP servers is to have 80 percent of the addresses 
distributed by one DHCP server and the remaining 20 percent provided by a 
second DHCP server. 
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• Use superscopes for multiple DHCP servers on each subnet in a LAN 
environment. 

When started, each DHCP client broadcasts a DHCP discover message 
(DHCPDISCOVER) to its local subnet to attempt to find a DHCP server. 
Because DHCP clients use broadcasts during their initial startup, you cannot 
predict which server will respond to a client’s DHCP discover request if more 
than one DHCP server is active on the same subnet. 

Use a new superscope that is configured similarly at all servers. The 
superscope should include all valid scopes for the subnet as member scopes. 
For configuring member scopes at each server, addresses must only be made 
available at one of the DHCP servers used on the subnet. For all other servers 
in the subnet, use exclusion ranges for the same scope ranges of addresses 
when configuring the corresponding scopes. 

• Deactivate scopes only when removing a scope permanently from service. If 
the intent is only to affect temporary deactivation of scope addresses, editing 
or modifying exclusion ranges in an active scope achieves the intended results. 

• Use server-side conflict detection on DHCP servers only when necessary. 

Either DHCP servers or clients can use conflict detection to determine whether 
an IP address is in use already on the network before leasing or using the 
address. 

Windows 2000, Windows XP, and Windows Vista detect IP conflicts using an 
APR request. By default, the DHCP service does not perform any conflict 
detection. To enable conflict detection, increase the number of ping attempts 
that the DHCP service performs for each address before leasing that address to 
a client.  

Note that for each additional conflict-detection attempt that the DHCP service 
performs, additional seconds are added to the time needed to negotiate leases 
for DHCP clients. 

Typically, if you use DHCP server-side conflict detection, you should set the 
number of conflict detection attempts that the server makes to use one or two 
pings at most. This provides the intended benefits of this feature without 
decreasing DHCP server performance. 
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• You should create reservations on all DHCP servers that can potentially service 
the reserved client. 

You can use a client reservation to ensure that a DHCP client computer always 
receives the same IP address lease at startup. If you have more than one DHCP 
server reachable by a reserved client, add the reservation at each of your other 
DHCP servers. 

This allows the other DHCP servers to honor the client IP address reservation 
made for the reserved client. The client reservation is acted upon only by the 
DHCP server where the reserved address is part of the available address pool, 
but you can create the same reservation on other DHCP servers that exclude 
this address. 

• For server performance, note that DHCP is disk-intensive and purchase 
hardware with optimal disk performance characteristics. 

The client reservation is acted upon only by the DHCP server where the 
reserved address is part of the available address pool, but you can create the 
same reservation on other DHCP servers that exclude this address. 

When evaluating performance of your DHCP servers, you should evaluate 
DHCP as part of making a full performance evaluation of the entire server. By 
monitoring system hardware performance in the most demanding areas of 
utilization (CPU, memory, disk input/output), you obtain the best assessment 
of when a DHCP server is overloaded or in need of an upgrade. 

Note that the DHCP service includes several System Monitor counters that you 
can use to monitor service.  

• Keep audit logging enabled for use in troubleshooting. 

By default, the DHCP service enables audit logging of service-related events. 
Audit logging provides a long-term, service-monitoring tool that makes limited 
and safe use of server disk resources. 

• Reduce lease times for DHCP clients that use Routing and Remote Access 
service for remote access. 
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• Increase the duration of scope leases for large, stable, fixed networks if 
available address space is sufficient. 

• Use the appropriate number of DHCP servers for the number of DHCP-
enabled clients on your network. 

In a small LAN (for example, one physical subnet not using routers), a single 
DHCP server can serve all DHCP-enabled clients. For routed networks, the 
number of servers needed increases, depending on several factors, including 
the number of DHCP-enabled clients, the transmission speed between 
network segments, speed of network links, whether you use DHCP service 
throughout your enterprise network or only on selected physical networks, 
and the network’s IP address class.  

 

Tools 

DHCP console 
The primary method for managing DHCP is by using the DHCP console. The 
console is located in Administrative Tools. You also can use the console to 
manage server core instances of the DHCP Server role remotely. 

Command-line tools 
The following table describes the command-line tools that you can use to configure 
and manage DHCP: 

Command Description 

Netsh Use the Netsh command to configure DHCP using the command 
line. 

Ipconfig Use this command to request and interact with the DHCP server 
from the client side. 

DHCPLoc.exe This tool is part of the Microsoft Resource Kit, and you can use it to 
locate active DHCP servers in the subnet. 
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