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Module Overview 

 

Internet Protocol security (IPsec) is a framework of open standards for protecting 
communications over Internet Protocol (IP) networks through the use of 
cryptographic security services. IPsec supports network-level peer authentication, 
data origin authentication, data integrity, data confidentiality (encryption), and 
replay protection. The Microsoft implementation of IPsec is based on standards 
developed by the Internet Engineering Task Force (IETF) IPsec working group. 

IPsec is supported by the Microsoft Windows Vista, Windows Server 2008, 
Windows Server 2003, Microsoft Windows XP, and Windows 2000 operating 
systems and is integrated with the Active Directory directory service. IPsec policies 
can be assigned through Group Policy, which allows IPsec settings to be 
configured at the domain, site, or organizational unit level. 
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Lesson 1 
Overview of IPsec 

 

IPsec is a set of protocols for helping to protect data over a network using security 
services and digital certificates with public and private keys. (A digital certificate 
assigns a public key to a person, a business, or a website.) 

Because of its design, IPsec helps provide much better security than previous 
protection methods. Network administrators who use it don’t have to configure 
security for individual programs. 
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Benefits of IPsec 

 

IPsec is typically used to attain confidentiality, integrity, and authentication in the 
transport of data across insecure channels.  

IPsec provides the following benefits: 

• Mutual authentication before and during communications. 

• IPsec forces both parties to identify themselves during the communication 
process. 

• Confidentiality through encryption of IP traffic and digital authentication of 
packets. 

 
IPsec has two modes:  

• Encapsulating Security Payload (ESP). Provides encryption by using one of a 
few different algorithms.  

• Authentication Header (AH). Signs the traffic but does not encrypt it. 
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Additional Reading 
• IPsec 
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Recommended Uses of IPsec 

 

Some network environments are well suited to IPsec as a security solution and 
others are not. IPsec is recommended for the following uses: 

• Packet filtering 

• Securing host-to-host traffic on specific paths 

• Securing traffic to servers 

• Layer 2 Tunneling Protocol (L2TP)/IPsec for VPN connections 

• Site-to-site (gateway-to-gateway) tunneling  

• Enforcing logical networks (server/domain isolation 

 
IPsec is not recommended for the following uses: 

• Securing communication between domain members and their domain 
controllers 

• Securing all traffic in a network 
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Additional Reading 
• Overview of IPsec Deployment 

• Windows Server 2008 Technical Library 
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Tools used to Configure IPsec 

 

There are several ways to configure Windows Firewall and IPsec settings and 
options, including the following: 

• Using the Windows Firewall with Advanced Security Microsoft Management 
Console (MMC) snap-in 

• Using the IP Security Policy MMC snap-in 

• Using Netsh commands 

 
Additional Reading 

• Windows Firewall with Advanced Security Help Topic: Windows Firewall with 
Advanced Security 
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What are Connection Security Rules? 

 

A connection security rule forces two peer computers to authenticate before they 
can establish a connection and to secure information transmitted between the two 
computers. Windows Firewall with Advanced Security uses IPsec to enforce these 
rules. 

Firewall rules allow traffic through the firewall, but do not secure that traffic. To 
secure traffic with IPsec, you can create Computer Connection rules. However, the 
creation of a connection security rule does not allow the traffic through the 
firewall. You must create a firewall rule to do this, if the traffic is not allowed by the 
default behavior of the firewall. Connection security rules are not applied to 
programs and services. They are applied between the computers that make up the 
two endpoints. 

Additional Reading 
• Introduction to Windows Firewall with Advanced Security 

• Windows Firewall with Advanced Security Help Topic: Connection Security 
Rules 
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Demonstration: Configuring General IPsec Settings 
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Lesson 2 
Configuring Connection Security Rules 

 

You can use Connection Security rules to configure IPsec settings for specific 
connections between this computer and other computers. Windows Firewall with 
Advanced Security uses the rule to evaluate network traffic and then blocks or 
allows messages based on the criteria you establish in the rule. Under some 
circumstances Windows Firewall with Advanced Security will block the 
communication. If you have configured a settings that requires security for a 
connection (in either direction), and the two computers cannot authenticate each 
other, the connection will be blocked. 
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Choosing a Connection Security Rule Type 

 

You can use the New Connection Security Rule wizard to create rules for the way 
in which Windows Firewall with Advanced Security authenticates the computers 
and users that mach the rule criteria. Windows Firewall with Advanced Security 
uses IPsec to protect traffic using the settings in these rules.  

The wizard provides four predefined types of rules. You can also create a custom 
rule that you can configure to suit your security needs. 

• Isolation 

• Authentication exemption 

• Server-to-server 

• Tunnel 

• Custom 
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Additional Reading 
• Windows Firewall with Advanced Security Help Topic: Choosing a Connection 

Security Rule Type 
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What are Endpoints? 

 

Computer endpoints are the computers or the group of computers that form peers 
for the connection.  

IPsec tunnel mode provides the protection of an entire IP packet by treating it as 
an AH or ESP payload. With tunnel mode, an entire IP packet is encapsulated with 
an AH or ESP header and an additional IP header. The IP addresses of the outer IP 
header are the tunnel endpoints, and the IP addresses of the encapsulated IP 
header are the ultimate source and destination addresses. 

ESP encrypts packets and applies a new non–encrypted header to facilitate routing. 
Beyond providing encryption,  

ESP functions in two modes: 

• Transport mode 

• Tunnel mode 



 Configuring IPsec 9-15 

Additional Reading 
• Windows Firewall with Advanced Security Help Topic: Computer Endpoints 

• Windows Firewall with Advanced Security Help Topic: Specify Tunnel 
Endpoints 
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Choosing Authentication Requirements 

 

While using the Connection Security Rule wizard to create a new rule, you can use 
the Authentication Requirements page of the wizard to specify how authentication 
is applied to inbound and outbound connections. Requesting authentication 
allows the communications when authentication fails; requiring authentication 
causes the connection to be dropped if authentication fails. 

Additional Reading 
• Windows Firewall with Advanced Security Help Topic: Authentication 

Requirements 



 Configuring IPsec 9-17 

Authentication Methods 

 

The Connection Security Rule wizard has a page where you can configure the 
Authentication Method to configure the credential used for authentication. If the 
rule already exists, you can use the Authentication tab of the Connection Security 
Properties dialog box of the rule you wish to edit. 

Additional Reading 
• Windows Firewall with Advanced Security Help Topic: Authentication 

methods 
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Determining a Usage Profile 

 

A firewall profile is a way of grouping settings, such as firewall rules and 
connection security rules that are applied to the computer depending on where the 
computer is connected. On computers running this version of Windows, there are 
three profiles for Windows Firewall with Advanced Security. Only one profile is 
applied at a time. 
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The following table describes the available usage profiles: 

Profile Description 

Domain Applied when a computer is connected to a network in which the 
computer’s domain account resides. 

Private Applied when a computer is connected to a network in which the 
computer’s domain account does not reside, such as a home network. The 
private settings should be more restrictive than the domain profile 
settings. 

Public Applied when a computer is connected to a domain through a public 
network, such as those available in airports and coffee shops. The public 
profile settings should be the most restrictive because the computer is 
connected to a public network where the security cannot be as tightly 
controlled as within an IT environment. 

 

Additional Reading 
• Windows Firewall with Advanced Security Help Topic: Firewall Properties - 

Profiles 

• Windows Firewall with Advanced Security 
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Demonstration: Configuring a Connection Security Rule 

 



 Configuring IPsec 9-21 

Lesson 3 
IPsec NAP Enforcement 

 

Network Access Protection (NAP) enforcement for IPsec policies for Windows 
Firewall is deployed with a health certificate server, a Health Registration Authority 
(HRA) server, a computer running Network Policy Server (NPS), and an IPsec 
enforcement client. The health certificate server issues X.509 certificates to NAP 
clients when they are determined to be compliant. These certificates are then used 
to authenticate NAP clients when they initiate IPsec communications with other 
NAP clients on an intranet. 

IPsec enforcement confines the communication on your network to compliant 
clients, and provides the strongest implementation of NAP. Because this 
enforcement method uses IPsec, you can define requirements for secure 
communications on a per-IP address or per-TCP/UDP port number basis. 
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IPsec Enforcement for Logical Networks 

 

IPsec enforcement divides a physical network into three logical networks. A 
computer is a member of only one logical network at any time. The logical 
networks are defined in terms of which computers have health certificates and 
which computers require IPsec authentication with health certificates for incoming 
communication attempts. The logical networks allow for limited network access 
and remediation and provide compliant computers with a level of protection from 
noncompliant computers. 

Additional Reading 
• Network Access Protection Platform Architecture 

• Network Policy Server Help Topic: NAP Enforcement for IPsec 
Communications 
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IPsec NAP Enforcement Processes 

 

To obtain a health certificate and become a member of the secure network, a NAP 
client using IPsec enforcement starts up on the network and performs the IPsec 
enforcement NAP process. 

The NAP client removes any existing health certificates, if necessary, and adds the 
newly-issued health certificate to its computer certificate store. The IPsec NAP EC 
configures IPsec settings to authenticate using the health certificate for IPsec-
protected communications and configures the host-based firewall to allow 
incoming communications from any peer that uses a health certificate for IPsec 
authentication. The NAP client is now a member of the secure network.  

If the NAP client is noncompliant, the NAP client does not have a health certificate 
and cannot initiate communication with computers in the secure network. The 
NAP client the performs a remediation process to become a member of the secure 
network. 

Additional Reading 
• Network Access Protection Platform Architecture 

• IPsec 
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Requirements to Deploy IPsec NAP Enforcement 

 

To deploy NAP with IPsec and HRA, you must configure the following: 

• In NPS, configure connection request policy, network policy, and NAP health 
policy. You can configure these policies individually using the NPS console, or 
you can use the new Network Access Protection wizard. 

• Enable the NAP IPsec enforcement client and the NAP service on NAP-capable 
client computers. 

• Install HRA on the local computer or on a remote computer. 

• Install and configure Active Directory Certificate Services (AD CS) and 
certificate templates. 

• Configure Group Policy and any other settings required for your deployment. 

• Configure the Windows Security Health Validator (WSHV) or install and 
configure other system health agents (SHAs) and system health validators 
(SHVs), depending on your NAP deployment. 
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If HRA is not installed on the local computer, you must also configure the 
following: 

• Install NPS on the computer that is running HRA. 

• Configure NPS on the remote HRA NPS sever as a RADIUS proxy to forward 
connection requests to the local NPS server 

 

Additional Reading 
• Network Policy Server Help topic: NAP enforcement for IPsec communications 
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Lab: Configuring IPsec 

 

Objectives: 
• Prepare the network environment for IPsec NAP enforcement 

• Configure and test IPsec enforcement 

 

Lab Setup 
For this lab you will use the available virtual machine environment. Before you 
begin the lab, you must: 

• Start the NYC-DC1, NYC-CL1 and NYC-CL2 virtual machines. 

• Log on to the NYC-DC1, NYC-CL1 and NYC-CL2 virtual machines with the 
user name administrator and the password Pa$$w0rd. 

• On the computers running Windows Server 2008, close the Initial 
Configuration Tasks window that appears after log on. 

• On the computers running Windows Server 2008, close the Server Manager 
window. 
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Scenario 
Due to recent security related incidents on the internal network, Woodgrove Bank 
wants to implement IPsec policies to mitigate security risks through encryption 
and use Network Access Protection to verify the health of communicating parties 
prior to data transmission. The Woodgrove Bank IS Manager wants you to 
configure an IPsec Network Access Protection enforcement environment to 
mitigate any related future network security issues. 
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Exercise 1: Preparing the Network Environment for IPsec 
NAP Enforcement 

Exercise Overview 
In this exercise, you will prepare the environment for IPsec NAP enforcement. 

The main tasks are as follows: 

1. Ensure that you have completed the steps in the Lab Setup. 

2. Open the Server Manager tool on 6421A-NYC-DC1. 

3. Install the NPS, HRA and CA server roles. 

4. Configure HRA with permissions. 

5. Configure CA properties on HRA. 

6. Configure NPS as a NAP health policy server. 

7. Configure system health validators. 

8. Configure Certificate AutoEnrollment in Default Domain Group Policy. 

9. Configure NYC-CL1 and NYC-CL2 so that Security Center is always enabled. 

10. Enable the IPsec enforcement client and configure client health registration 
settings. 

11. Configure and start the NAP Agent service. 

12. Allow ICMP through Windows Firewall. 

 

 Task 1: Ensure that you have completed the steps in the Lab Setup 
• Review the Lab Setup section and ensure you have completed the steps before 

you continue with this lab. 

 

 Task 2: Open the Server Manager tool on 6421A-NYC-DC1 
• On 6421A-NYC-DC1, open Server Manager from the Administrative Tools 

menu. 
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 Task 3: Install the NPS, HRA and CA server roles 
1. In Server Manager, add the Network Policy and Access Services role. 

2. On the Select Role Services page, select the Health Registration Authority 
check box, and then click Add Required Role Services. 

3. Select Install a local CA to issue health certificates for this HRA server with 
the allow anonymous requests for health certificates option. 

4. Select Don’t use SSL or Choose a certificate for SSL encryption later. 

5. On the Select Role Services page, verify that only the Certification Authority 
check box is selected. 

6. Install Certificate Services as a Standalone Root CA. 

7. Accept the default private key and cryptographic settings. 

8. Name the CA Woodgrovebank-RootCA, 

9. Accept the default settings for the remainder of the settings and then click 
Install. 

10. On the Installation Results page, notice that the Network Policy and Access 
Services installation succeeded with errors. This is because the CA was 
installed after the role was installed, so it could not be reached. Verify that all 
other installations were successful, and then click Close. 

 

 Task 4: Configure HRA with permissions 
1. Open the Certification Authority administrative tool. 

2. Open the properties of the RootCA from the list pane. 

3. Click the Security tab, click to add the Network Service account, and select 
the Issue and Manage Certificates, Manage CA, and Request Certificates 
check boxes. 

4. On the Policy Module tab, click Properties and select Follow the settings in 
the certificate template, if applicable. Otherwise, automatically issue the 
certificate.  

5. Restart the Certification Authority. 

6. Close the Certification Authority console. 
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 Task 5: Configure CA properties on HRA 
1. On NYC-DC1, create a custom MMC and add the Health Registration 

Authority snap-in. 

2. In the Health Registration console, right-click Certificate Authority, and add 
WoodGroveBank-RootCA by clicking Add Certificate authority. 

3. Click Certificate Authority and verify that \\NYC-
DC1.Woodgrovebank.com\Woodgrovebank-RootCA is displayed in the 
details pane. 

4. Right-click Certification Authority in the list pane and open the Properties to 
verify that Use standalone certification authority is selected. 

5. Close the Health Registration Authority console. 

 

 Task 6: Configure NPS as a NAP health policy server 
1. On NYC-DC1, open the Network Policy Server console. 

2. Under Standard Configuration, click Configure NAP. 

3. On the Select Network Connection Method for Use with NAP page, select 
IPsec with Health Registration Authority (HRA). 

4. On the Specify NAP Enforcement Servers Running HRA page and Configure 
User Groups and Machine Groups pages, accept the defaults. 

5. On the Define NAP Health Policy page, verify that the Windows Security 
Health Validator and Enable auto-remediation of client computers check 
boxes are selected, and then click Finish on the Completing New Network 
Access Protection Policies and RADIUS clients page. 

6. Leave the NPS console open for the following task. 
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 Task 7: Configure system health validators 
1. In the NPS console tree, click Network Access Protection, and then click 

Configure System Health Validators in the details pane. 

2. In the details pane, under Name, double-click Windows Security Health 
Validator. 

3. Click Configure. 

4. Clear all check boxes except A firewall is enabled for all network 
connections. 

5. Click OK twice to close the Windows Security Health Validator and the 
Windows Security Health Validator Properties dialog boxes. 

6. Close the NPS console. 

 

 Task 8: Configure Certificate AutoEnrollment in Default Domain Group 
Policy 
1. On NYC-DC1, open the Group Policy Management console. 

2. Edit the Default Domain Policy. 

3. Under Computer Configuration, Windows Settings, Security Settings, select 
Public Key Policies. 

4. Double-click Certificate Services Client – Auto-Enrollment. 

5. In the Define Policy Settings dialog box set the following: 

• Configuration Model: Enabled 

• Select Renew expired certificates, update pending certificates, and 
remove revoked certificates 

• Select Update certificates that use certificate templates 

6. Click OK and close the Group Policy Management Editor. 

7. Close the Group Policy Management console. 
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 Task 9: Configure NYC-CL1/NYC-CL2 so that Security Center is always 
enabled 
1. Log on to NYC-CL1 as Woodgrovebank\administrator with a password of 

Pa$$w0rd. 

2. Open the Local Group Policy Editor by typing gpedit.msc in the Start Search 
text box. 

3. Using the Group Policy Object Editor, open Local Computer 
Policy/Computer Configuration/Administrative Templates/Windows 
Components/Security Center. 

4. Double-click Turn on Security Center (Domain PCs only), click Enabled, 
and then click OK. 

5. Close the Local Group Policy Object Editor console. 

6. Repeat steps 1 through 5 on NYC-CL2. 

 

 Task 10: Enable the IPsec enforcement client and configure client 
health registration settings 
1. On NYC-CL1, open the NAP Client Configuration console by typing 

napclcfg.msc in the Start Search text box. 

2. Enable IPsec Relying Party in the Enforcement Clients details pane. 

3. In the NAP Client Configuration console tree, double-click Health 
Registration Settings. 

4. Add two new Trusted Server Groups, select do not require server 
verification, and then click New. 

5. Under Add URLs of the health registration authority that you want the 
client to trust, type http://nyc-
dc1.woodgrovebank.com/domainhra/hcsrvext.dll, and then click Add. Type 
http://nyc-dc1.woodgrovebank.com /nondomainhra/hcsrvext.dll, click 
Add, and then Finish. 

6. In the console tree, click Trusted Server Groups and verify that the URLs are 
entered correctly. 

7. Close the NAP Client Configuration window. 

8. Repeat steps 1 through 7 on NYC-CL2. 
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 Task 11: Configure and start the NAP Agent service 
1. On NYC-CL1, open the Services console and set the startup properties of 

Network Access Protection Agent Properties to Automatic and then start the 
service. 

2. Wait for the NAP agent service to start, and then click OK. 

3. Close the Services console. 

4. Repeat steps 1 through 3 for NYC-CL2. 

 

 Task 12: Allow ICMP through the Windows Firewall 
1. On NYC-CL1, click Start and in the Start Search text box, type wf.msc and 

then press ENTER. 

2. Create a new Custom Inbound Rule for All programs that specifies ICMPv4 
Echo Request that uses the default scope with the Action of Allow the 
connection. Accept the default profile and name the rule ICMPv4 Echo 
Request. 

3. Close the Windows Firewall with Advanced Security console. 

4. Repeat steps 1 through 3 on NYC-CL2. 
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Exercise 2: Configuring and Testing IPsec NAP Enforcement 

Exercise Overview 
In this exercise, you will configure and test IPsec NAP Enforcement. 

The main tasks are as follows: 

1. Create an IPsec Secure Organizational Unit in Active Directory. 

2. Create IPsec policies for secure health enforcement. 

3. Move NYC-CL1 and NYC-CL2 to the IPsec Secure OU. 

4. Apply group policies. 

5. Verify health certificate status. 

6. Verify clients can communicate securely. 

7. Demonstrate Network Restriction. 

8. Close all virtual machines and discard undo disks. 

 

 Task 1: Create an IPsec Secure Organizational Unit in Active Directory 
1. On NYC-DC1, open Active Directory Users and Computers and create a new 

root level Organization Unit named IPsec Secure. 

2. Leave the Active Directory Users and Computers console open. 
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 Task 2: Create IPsec policies for the IPsec Secure OU 
1. On NYC-DC1, open the Group Policy Management console. 

2. Create and link a new Group Policy Object for the IPsec Secure OU and name 
the policy Secure Policy. 

3. Edit the Secure Policy to create IPsec policies for all profile states. 

a. Open Secure Policy [nyc-dc1.woodgrovebank.com] Policy\Computer 
Configuration\Windows Settings\Security Settings\Windows Firewall 
with Advanced Security and open the properties of Windows Firewall 
with Advanced Security – LDAP. 

b. On the Domain Profile tab, next to Firewall state, select On 
(recommended). Next to Inbound connections, select Block (default). 
Next to Outbound connections, select Allow (default). The same settings 
will be used for the private and public profiles. 

4. In the Group Policy Management Editor console tree, under Windows 
Firewall with Advanced Security - LDAP, right-click Connection Security 
Rules, and create a new rule that has Isolation and Require authentication 
for inbound connections and request authentication for outbound 
connections selected. 

5. On the Authentication Method page, select Computer certificate, select the 
Only accept health certificates check box, and specify RootCA. 

6. On the Profile page, verify that the Private, Public, and Domain check boxes 
are selected. On the Name page type Secure Rule, and then click Finish. 

7. Right-click Inbound Rules, and then create a new rule using the predefined 
File and Printer Sharing rule with only the Allow the connection if it is 
secure option. 

8. Close the Group Policy Management Editor console. 

 

 Task 3: Move NYC-CL1 and NYC-CL2 into the IPsec Secure OU 
1. On NYC-DC1, open Active Directory Users and Computers. 

2. Open the Computers container, select NYC-CL1 and NYC-CL2 and drag and 
drop into the IPsec Secure OU. 

3. Close the Active Directory Users and Computers console. 
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 Task 4: Apply group policies 
1. On NYC-CL1 and NYC-CL2, use gpupdate /force to reapply the changed 

Group Policy settings. 

2. Verify that the response reads User Policy update has completed 
successfully and Computer Policy update has completed successfully. 

3. Leave the command windows open for the following procedures. 

 

 Task 5: Verify Health certificate status 
1. On NYC-CL1, create a custom MMC tool that includes the Certificates snap-in 

with Computer account certificates specified for the Local Computer. 

2. In the MMC console tree, double-click Certificates (Local Computer), 
double-click Personal, and then click Certificates. In the details pane, under 
Issued By, verify that WoodGroveBank-RootCA is displayed. Verify that 
Intended Purposes shows System Health Authentication. 

3. Close the MMC console and do not save changes. 

 

 Task 6: Verify clients can communicate securely 
1. On NYC-CL1, click Start, in the Start Search text box, type \\NYC-CL2\ and 

then press ENTER. 

2. Confirm that the command completed successfully. 

3. Verify that you can view the contents of the share. 

4. Open Windows Firewall with Advanced Security on NYC-CL1. 

5. In the Windows Firewall with Advanced Security console list pane, expand 
Monitoring, expand Security Associations and select Main Mode. 

6. In the details pane, you should see an entry for secure communications 
between NYC-CL1 and NYC-CL2. Double-click the entry and review at the 
contents of the General tab. You should see Computer certificate for First 
Authentication, Encryption using AES-128 and Integrity accomplished 
using SHA1. 

7. Close the dialog box, close Windows Firewall with Advanced Security. 
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 Task 7: Demonstrate Network Restriction 

Note: Automatic updates will be required for NAP compliance by enabling this 
system health check in the Windows Security Health Validator. 

1. On NYC-DC1, open Network Access Protection, and then click System 
Health Validators. 

2. Configure the Windows Security Health Validator, under Automatic 
Updating, select the Automatic updating is enabled check box, and then 
click OK twice. 

Note: To demonstrate network restriction of noncompliant clients, auto-remediation 
of client computers must be disabled in the noncompliant network policy. 

3. In the Network Policy Server console tree, click Network Policies. 

4. In the details pane, double-click NAP IPsec with HRA Noncompliant. 

5. Click the Settings tab, click NAP Enforcement, clear the Enable auto-
remediation of client computers check box, and then click OK. 

6. Close the Network Policy Server console. 

7. On NYC-CL1, in the command window, type ping -t NYC-CL2, and then press 
ENTER. A continuous ping will run from NYC-CL1 to NYC-CL2. This should 
be successful. 

8. On NYC-CL2, on the Security control panel, select Turn automatic updating 
on or off, select Never check for updates (not recommended), and then click 
OK. This setting causes NYC-CL2 to be noncompliant with network health 
policy. Because auto-remediation has been disabled, NYC-CL2 will remain in a 
noncompliant state and will be placed on the restricted network. 

Note: Do not close the Security control panel on NYC-CL2. It will be used to re-
enable Windows Update in a step to follow. 
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9. On NYC-CL1, verify that the response in the command window has changed 
to Request timed out. 

10. On NYC-CL1, click Start, and in the Start Search text box, type \\NYC-CL2\ 
and verify the share is inaccessible. 

11. On NYC-CL2, in the Security control panel under Windows Update, click 
Turn automatic updating on or off, select Install updates automatically 
(recommended), and then click OK. This setting will cause NYC-CL2 to send 
a new SoH that indicates it is compliant with network health requirements, 
and NYC-CL2 will be granted full network access. 

12. On NYC-CL1, verify that the response in the command window changes to 
Reply from 10.10.0.60. It might take a minute before you see the change in 
status. 

13. Verify that you can browse the share of NYC-CL2 (\\NYC-CL2\). 

14. Close all open windows. 

 

 Task 8: Close all virtual machines and discard undo disks 
1. On the host computer, click Start, point to All Programs, point to Microsoft 

Virtual Server, and then click Virtual Server Administration Website. 

2. Under Navigation, click Master Status. For each virtual machine that is 
running, click the virtual machine name, and in the context menu, click Turn 
off Virtual Machine and Discard Undo Disks. Click OK. 
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Module Review and Takeaways 

 

Review Questions 
1. What is the difference between the ESP protocol and the AH protocol when 

using IPsec? 

2. What encryption algorithms are available for the ESP protocol in Windows 
Server 2008? 

3. If you need secure communications to a particular domain server and must 
support connections from both domain and non-domain computers, and you 
want only a single authentication method, what authentication method would 
be best suited for this scenario? 

4. Is it possible for a computer in the restricted logical network to access 
resources on a server in the secure logical network? 

5. What types of computers would you typically find within the restricted logical 
network in an IPsec NAP environment? 



9-40 Configuring IPsec 

Common Misconceptions About IPsec 
The most common misconceptions about IPsec are: 

• IPsec is a virtual private network (VPN) technology. 

Although IPsec is used for VPN connections across the Internet to connect 
remote clients to an intranet or remote sites to each other, IPsec was designed 
to protect both intranet and Internet traffic in a variety of scenarios. 

When using IPsec to protect IP traffic that is sent across the Internet, some 
VPN implementations use an additional mode of AH and ESP known as tunnel 
mode, in which an entire IP packet is encapsulated and protected. Computers 
running Windows Server 2008, Windows Vista, Windows Server 2003, or 
Windows XP can use Layer Two Tunneling Protocol (L2TP) with IPsec 
(L2TP/IPsec) for VPN connections. However L2TP/IPsec does not use tunnel 
mode. Instead, L2TP provides encapsulation for an entire IP packet and the 
resulting IP packet payload is protected with ESP and encryption. 

• Using IPsec requires encryption. 

IPsec only encrypts IP packet payloads when you choose to use ESP with 
encryption. Encryption is optional but recommended in many circumstances, 
including when sending private data across a public network (such as the 
Internet) or when sending highly sensitive data across an intranet (such as 
personal or financial data). 

 

IPsec Benefits 
IPsec support in Windows provides the following benefits:  

• Defense-in-depth against vulnerabilities in upper-layer protocols and 
applications. 

IPsec protects upper layer protocols, services, and applications. With IPsec 
enabled, initial communication packets to access an application or service 
running on a server, for example, will not be passed to the application or 
service until trust has been established through IPsec authentication and the 
configured protection on packets for the application or service has been 
applied. Therefore, attempts to attack applications or services on servers must 
first penetrate IPsec protection. 
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Note: IPsec offers no inbound application layer protocol protection to an 
authenticated peer. However once an application layer protocol session is encrypted 
between two peers using IPsec, it is protected from replay and Man-in-the-middle 
type attacks. 

• Requiring peer authentication prevents communication with untrusted or 
unknown computers. 

IPsec security requires peers to authentication their computer-level credentials 
prior to sending any IP-based data. By requiring peer authentication using 
credentials based on a common trust model, such as membership in an Active 
Directory domain, untrusted or unknown computers cannot communicate 
with domain members. This helps protect domain member computers from 
the spread of some types of viruses and worms being propagated by untrusted 
or unknown computers.  

• IP-based network traffic is cryptographically protected. 

IPsec provides a set of cryptographic protections for IP-based traffic based on 
your choice of AH, ESP without encryption, or ESP with encryption. Your IP-
based network traffic is either tamper proofed (using AH or ESP with no 
encryption) or tamper proofed and encrypted (with ESP and encryption). 
Requiring cryptographic protection of IP traffic helps prevent many types of 
network attacks. 

• Applications do not need to be changed to support IPsec. 

IPsec is integrated at the Internet layer of the TCP/IP protocol suite, providing 
security for all IP-based protocols in the TCP/IP suite. With IPsec, there is no 
need to configure separate security for each application that uses TCP/IP. 
Instead, applications that use TCP/IP pass the data to IP in the Internet layer, 
where IPsec can secure it. By eliminating the need to modify applications, 
IPsec can save application development time and costs. 
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Tools 

Tool Use For Where to find it 

Windows Firewall 
with Advanced 
Security MMC 

Full control over firewall rules and 
IPsec properties on a single 
computer 

Click Start, and point to 
Administrative Tools. Select 
the Windows Firewall with 
Advanced Security tool 
from the available 
administrative tools. 

Netsh advfirewall You can use the netsh command to 
create scripts that automatically 
configure Windows Firewall with 
Advanced Security settings, create 
rules, monitor connections, and 
display the configuration and 
status of Windows Firewall with 
Advanced Security. 

Open a command window 
with administrative rights 
and type Netsh advfirewall.  

You can type help to get a 
full list of available 
commands. 

Group policy Group Policy provides access to the 
full feature set of Windows Firewall 
with Advanced Security, including 
profile settings, rules, and 
computer connection security rules 
for installation on client computers.

You can configure Group 
Policy settings for Windows 
Firewall with Advanced 
Security by opening the 
same snap-in through the 
Group Policy Object Editor. 

IP Security Policy 
Management 
MMC 

Used for mixed Windows version 
environments and to configure 
policies that apply to all Windows 
versions. 

Click Start, click Run, type 
MMC, and then press 
ENTER.  In the MMC 
window, click File, and then 
click Add/Remove Snap-in.  
From the list of available 
snap-ins, select IP Security 
Policy Management, click 
Add, and then click OK.  
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