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Module Overview 

 

Many organizations have the challenge of maintaining a large number of users and 
servers that are often distributed throughout geographically dispersed locations. In 
these situations, administrators must find ways to ensure that users can locate files 
as quickly as possible. Managing multiple sites often introduces additional 
challenges, such as limiting network traffic over slow wide area network (WAN) 
connections, ensuring the availability of files during WAN or server failures, and 
backing up file servers that are located at smaller branch offices.  

This module introduces the Distributed File System (DFS) solution that can be 
used to address these challenges by providing fault-tolerant access and WAN-
friendly replication of files located throughout the enterprise. 
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Lesson 1 
DFS Overview 

 

Administrators who manage file servers throughout an enterprise require methods 
to provide efficient access to resources and ensure availability of files. DFS in 
Windows Server 2008 provides two technologies to help address these challenges; 
DFS Replication and DFS Namespaces. This lesson introduces these two 
technologies and provides scenarios and requirements for deploying a DFS 
solution within your network environment. 
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What is the Distributed File System? 

 

Key Points 
DFS technologies in Windows Server 2008 provide a simplified way to access 
geographically dispersed files throughout an organization. DFS also provides 
WAN-friendly file replication between servers. Technologies provided with DFS 
include: 

• DFS Namespaces 

• DFS Replication 

• Remote Differential Compression 

 
Question: Which two technologies make up DFS? 

Question: Which technology is used to replicate files within a Windows Server 
2008 environment? 
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Additional Reading 
• Distributed File System Technology Center  

• Overview of the Distributed File System Solution in Microsoft Windows Server 
2003 R2 

• Microsoft Distributed File System - IT Value Card 

• About Remote Differential Compression 

• Optimizing File Replication over Limited-Bandwidth Networks using Remote 
Differential Compression 
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How DFS Namespaces and DFS Replication Work 

 

Key Points 
Even though DFS Namespaces and DFS Replication are separate technologies, 
both can be used together to provide high availability and redundancy of data.  

The following process describes how DFS Namespaces and DFS Replication work 
together: 

1. User accesses folder in the configured namespace. 

2. Client computer accesses the first server in the referral. 

 



 Configuring and Managing Distributed File System 11-7 

Additional Reading 
• Overview of the Distributed File System Solution in Microsoft Windows Server 

2003 R2 

• Distributed File System: Frequently Asked Questions 

• Distributed File System Replication: Frequently Asked Questions 

• Distributed File System Management Help: Overview of DFS Namespaces 
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DFS Scenarios 

 

Key Points 
There are a number of key scenarios that can benefit from DFS Namespaces and 
DFS Replication. These scenarios include: 

• Sharing files across branch offices 

• Data collection 

• Data distribution 

 
Question: How can you use DFS technologies within your organization? 

Additional Reading 
• Overview of the Distributed File System Solution in Microsoft Windows Server 

2003 R2 
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Types of DFS Namespaces 

 

Key Points 
When creating a namespace, you create either a domain-based namespace or a 
stand-alone namespace. Each type of namespace has different characteristics. 

A domain-based namespace can be used when: 

• High-availability of the namespace is required. 

• You need to hide the name of the namespace servers from the users.  

 
A stand-alone namespace is used when: 

• Your organization has not implemented Active Directory® directory service. 

• Your organization does not meet the requirements for a Windows Server 2008 
mode domain-based namespace, and you have requirements for more than 
5,000 DFS folders.  
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Question: How can you be sure that users are not traversing a slow WAN 
connection to access a DFS Namespace root? 

Additional Reading 
Help Topic: Distributed File System Management: Choosing a Namespace Type 
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What are Folders and Folder Targets? 

 

Key Points 
Within a DFS namespace you create one or more folders. These folders contain 
one or more folder targets. 

• Folders. Folders are the primary elements of a namespace.  

• Folder targets. A folder target is a Universal Naming Convention (UNC) path 
to one of the following locations: 

• A shared folder. 

• A folder within a shared folder. 

• A path to another namespace. 

 
Question: What is the DFS namespace hierarchy? 

Additional Reading 
• DFS Management  
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Namespace Server Requirements 

 

Key Points 
A namespace server is a domain controller or member server that hosts a DFS 
Namespace. The number of namespaces that a server can host is determined by the 
operating system running on the server. 

Use the following guidelines for namespace server requirements: 

Server hosting stand-alone Namespaces Server hosting Domain-Based Namespaces 

Must contain an NTFS volume to host 
the namespace 

Must contain an NTFS volume to host the 
namespace 

Can be a member server or a domain 
controller 

Must be a member server or domain 
controller in the domain that the 
namespace is configured in. 

Can be a clustered file server Namespace cannot be a clustered resource 
in a sever cluster. 
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Additional Reading 
• Help Topic: Prepare to Deploy DFS Namespaces: Review DFS Namespaces 

Server Requirements 
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Demonstration: Installing DFS 

 

Question: You need to deploy DFS technology within your environment. Is DFS 
considered a role service or a feature? 

Question: Is it possible to install DFS Replication without installing DFS 
Namespaces? 
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Lesson 2 
Configuring DFS Namespaces 

 

Configuring DFS Namespaces consists of a number of tasks which include creating 
the namespace structure, creating folders within the namespace, and adding folder 
targets. You may also choose to perform additional management tasks such as 
configuring the referral order and DFS replication. This lesson provides 
information on how to complete these configuration and management tasks to 
deploy an effective DFS solution. 
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Deploying Namespaces for Publishing Content 

 

Key Points 
Most DFS implementations primarily consist of content published within the DFS 
namespace. To configure a namespace for publication, perform the following 
procedures: 

1. Create a namespace.  

2. Create a folder in the namespace. 

3. Add folder targets. 

4. Set the ordering method for targets in referrals.  

 
There are a number of optional tasks that you may want to consider, such as: 

• Set target priority to override referral ordering.  

• Enable client failback.  

• Replicate folder targets using DFS-R.  
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Question: How can you ensure that a specific server is always placed first or last in 
the list of servers provided to the client when accessing a namespace? 

Additional Reading 
• Deploy a namespace for publishing content 

• Help Topic: Distributed File System Management: Deploying DFS Namespaces 
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Security Requirements for Creating and Managing a 
Namespace 

 

Key Points 
To perform namespace management tasks, a user either has to be a member of an 
administrative group, or has to be delegated specific permission to perform the 
task. You can right-click the namespace and then click Delegate Management 
Permissions to delegate the required permissions.  

Note: You must also add the user to the Local Administrators group on the 
namespace server. 
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The following table describes the security requirements for creating and managing 
a DFS namespace: 

Task Group Requirements 

Create a domain-based namespace  Domain Admins  

Add a namespace server to a domain-
based namespace 

Domain Admins  

Manage a domain-based namespace Local Administrators on each namespace 
server 

Create a stand-alone namespace Local Administrators group on the 
namespace server 

Manage a stand-alone namespace Local Administrators group on the 
namespace server 

Implement DFS replication Domain Admins  

 

Question: You need to manage a domain-based namespace. Do you require 
Domain Administrator privileges? 

 

Additional Reading 
• Delegate management permissions for an existing namespace 

• Security requirements for creating and managing namespaces 
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Demonstration: How to Create Namespaces 

 

Question: You want to enable advanced scalability and access-based enumeration. 
Which option provides these features? 
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Increasing Availability of a Namespace 

 

Key Points 
For clients to connect to a DFS namespace, they must be able to connect to a 
namespace server. This means that it is important to ensure the namespace servers 
are always available. The process for increasing namespace availability varies for 
domain-based and stand-alone namespaces. Domain-based namespaces can be 
hosted on multiple servers. Stand-alone namespaces are limited to a single server. 

• Domain-based namespaces. You can increase the availability of a domain-based 
namespace by specifying additional namespace servers to host it.  

• Stand-alone namespaces. You can increase the availability of a stand-alone 
namespace by creating it as a shared resource in a server cluster.  

• Folder targets. You can increase the availability of each folder in a namespace 
by adding multiple folder targets.  
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Question: What are the methods used to ensure content is available within a DFS 
namespace? 

Additional Reading 
• Increasing the Availability of a Namespace 
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Options for Optimizing a Namespace 

 

Key Points 
Namespaces have a number of configuration options that can be used to optimize 
the usability and performance of a namespace. To optimize a namespace, you can: 

• Rename or move a folder. 

• Disable referrals to a folder. 

• Specify referral cache duration. 

• Configure namespace polling. 

 

Additional Reading 
• Help Topic: Distributed File System Management: Tuning DFS Namespaces 
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Demonstration: Configuring Folder Targets 

 

Question: Which types of paths can you use when creating a new folder target? 

Question: What kind of permissions do you need to add folder targets? 
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Lesson 3 
Configuring DFS Replication 

 

To effectively configure DFS-R, it is important to understand the terminology and 
requirements associated with the feature. This lesson provides information on the 
specific elements, requirements, and scalability considerations related to DFS-R, 
and provides a process for configuring an effective replication topology. 
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What is DFS Replication? 

 

Key Points 
As stated previously, Distributed File System Replication (DFS-R) is a multimaster 
replication engine that supports replication scheduling and bandwidth throttling. 
DFS-R is the successor to the File Replication Service (FRS) that was introduced in 
Windows 2000 Server operating systems. It is important to take note of the 
following key points related to DFS-R: 

• DFS-R uses a new compression algorithm known as remote differential 
compression (RDC). 

• DFS-R detects changes on the volume by monitoring the update sequence 
number (USN) journal, and replicates changes only after the file is closed. 

• DFS-R uses a staging folder to stage a file before sending or receiving it.  

• DFS-R uses a version vector exchange protocol to determine which files need 
to be synchronized. 

• When a file is changed, only the changed blocks are replicated, not the entire 
file.  
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• DFS-R uses a conflict resolution heuristic of “last writer wins” for files that are 
in conflict (that is, a file that is updated at multiple servers simultaneously) 
and “earliest creator wins” for name conflicts.  

• DFS-R is self-healing and can automatically recover from USN journal wraps,  

• DFS-R uses a Windows Management Instrumentation (WMI) provider that 
provides interfaces to obtain configuration and monitoring information from 
the DFS Replication service.  

 
Question: Which two folders can help troubleshoot file replication issues when 
using DFS-R? 

Question: What happens when two users simultaneously update the same file on 
different servers? 

Additional Reading 
• Introduction to DFS Replication  

• Staging folders and Conflict and Deleted folders 
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What Are Replication Groups and Replicated Folders? 

 

Key Points 
A replication group consists of a set of member servers that participate in the 
replication of one or more replicated folders. There are two main types of 
replication groups: 

• Multipurpose replication group. 

• Replication group for data collection. 

 
A replicated folder is a folder that is synchronized between each member server. 

Question: What are the two types of groups that can be configured for replication? 

Additional Reading 
• Replication groups and replicated folders 
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DFS Replication Requirements 

 

Key Points 
To use DFS-R, you must be aware of specific requirements. These requirements 
include: 

• Ensure that the Active Directory schema has been updated to include the new 
DFS replication objects.  

• The servers that will participate in DFS Replication must run a 
Windows Server 2003 R2 or Windows Server 2008 operating system.  

• Servers in a replication group must be in the same forest.  

• On server clusters, replicated folders must be located in the local storage of a 
node. 

• Antivirus software must be compatible with DFS Replication. 
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Additional Reading 
• DFS Replication requirements 

• Distributed File System Replication: Frequently Asked Questions 
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Scalability Considerations for DFS Replication 

 

Key Points 
Use the following scalability considerations when deploying DFS-R: 

• Each server can be a member of up to 256 replication groups. 

• Each replication group can contain up to 256 replicated folders. 

• Each server can have up to 256 connections (for example, 128 incoming 
connections and 128 outgoing connections). 

• On each server, the number of replication groups multiplied by the number of 
replicated folders multiplied by the number of simultaneously active 
connections must be kept to 1024 or fewer. 

• A replication group can contain up to 256 members. 

• A volume can contain up to 8 million replicated files, and a server can contain 
up to 1 terabyte of replicated files. 

• The maximum tested file size is 64 gigabytes. 
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Additional Reading 
• DFS Replication scalability guidelines 

• Understanding DFS Replication limits  

• More on DFS Replication limits 
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Process for Deploying a Multipurpose Replication Group 

 

Key Points 
A multipurpose replication group is used to replicate data between two or more 
servers for general content sharing or for data publishing. You can use the New 
Replication Group Wizard to complete the following steps: 

1. Select the type of replication group to create.  

2. Specify the name and domain.  

3. Specify replication group members. 

4. Select the topology. Choices include: 

• Hub and spoke 

• Full mesh 

• No topology 

5. Specify replication group schedule and bandwidth.  

6. Select the primary member server.  
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7. Select the folders to replicate. 

8. Specify the local path on other members. 

 
After an initial replication group is created, you can then modify the replicated 
folders, the connection, or topology. You can also delegate permissions to other 
administrators to allow for management of the replication group. 

Question: What are the differences between selecting the Multipurpose replication 
group and the Replication group for data collection? 

Additional Reading 
• Deploying DFS Replication 
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Understanding the Initial Replication Process 

 

When you first configure replication, you must choose a primary member that has 
the most up-to-date files to be replicated. This server is considered authoritative for 
any conflict resolution that occurs when the receiving members have files that are 
older or newer when compared to the same files on the primary member. 

The following concepts will help you to better understand the initial replication 
process: 

• Initial replication does not begin immediately. 

• Initial replication always occurs between the primary member and the 
receiving replication partners of the primary member.  

• When receiving files from the primary member during initial replication, the 
receiving members that contain files that are not present on the primary 
member move those files to their respective DfsrPrivate\PreExisting folder. 
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• To determine whether files are identical on the primary member and receiving 
member, DFS replication compares the files using a hash algorithm.  

• After the initialization of the replicated folder, the “primary member” 
designation is removed. 

 

Additional Reading 
What to expect during initial replication 
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Generating Diagnostic Reports and Propagation Tests 

 

Key Points 
To help maintain and troubleshoot DFS-R, you can generate diagnostic reports and 
perform propagation tests. You can use the Diagnostic Report Wizard to perform 
the following: 

• Create a health report.  

• Start a propagation test. 

• Create a propagation report. 

 

Additional Reading 
• Create a diagnostic report for DFS Replication  
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Demonstration: Deploying DFS Replication 

 

Question: Where are you able to modify the path for the staging folder? 

Question: Which tab shows the sending and receiving members of the replication 
group? 
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Lab: Configuring DFS 

 

Objectives 
• Install the Distributed File System Role Service 

• Create a DFS Namespace 

• Configure Folder Targets and Folder Replication 

• View Diagnostic Reports 

 

Logon Information 
• Virtual Machines: NYC-DC1, NYC-SVR1 

• User Name: WoodgroveBank\Administrator 

• Password: Pa$$w0rd 
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Scenario 
You are a Windows Infrastructure Services Technology Specialist for Woodgrove 
Bank. To simplify file access for users and provide high availability and 
redundancy, you will implement a DFS solution for a number of disparate file 
shares. For this project, you must complete the following tasks: 

• Install the Distributed Files System role service to include DFS namespaces 
and DFS replication. 

• Create a domain-based DFS namespace called CorpDocs with NYC-DC1 and 
NYC-SVR1 as host namespace servers. 

• Add the following Folders to the CorpDocs namespace: 

• HRTemplates - folder target located on NYC-DC1 

• PolicyFiles - folder target located on NYC-SVR1 

• Configure availability and redundancy by adding additional folder targets and 
replicating the folder targets in the CorpDocs namespace.  

• Provide reports on the health of the CorpDocs folder replication. 
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Exercise 1: Installing the Distributed File System Role 
Service 
In this exercise, you will install the Distributed File System Role Service on both 
NYC-DC1 and NYC-SVR1. This will provide redundancy for the CorpDocs 
namespace and allow clients to contact the namespace server within their own site. 

The main tasks for this exercise are as follows: 

1. Start each virtual machine and disable Local Area Connection 2 on NYC-SVR1. 

2. Install the Distributed File System Role Service on NYC-DC1. 

3. Install the Distributed File System Role Service on NYC-SVR1. 

 

 Task 1: Start each virtual machine and disable Local Area Connection 2 
on NYC-SVR1 
1. As indicated in the Logon Information section, start NYC-DC1 and NYC-SVR1 

and log on as WoodgroveBank\Administrator using the password 
Pa$$w0rd. 

2. On NYC-SVR1, disable the network adapter named Local Area Connection 2. 

 

 Task 2: Install the Distributed File System Role Service on NYC-DC1 
1. On NYC-DC1, start Server Manager.  

2. Use the Add Roles Wizard to add the Distributed File System Role Service 
including the DFS Namespaces and DFS Replication options. 

3. Using the Server Manager Roles pane, verify that File Server, Distributed File 
System, DFS Namespaces, and DFS Replication are installed. 

 

 Task 3: Install the Distributed File System Role Service on NYC-SVR1 
1. On NYC-SVR1, start Server Manager.  

2. Use the Add Roles Wizard to add the Distributed File System Role Service 
including the DFS Namespaces and DFS Replication options. 

3. Using the Server Manager Roles pane, verify that File Server, Distributed File 
System, DFS Namespaces, and DFS Replication are all installed. 
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Exercise 2: Creating a DFS Namespace 
In this exercise, you will create the CorpDocs DFS namespace. You will also 
configure both NYC-DC1 and NYC-SVR1 to host the CorpDocs namespace to 
provide redundancy. 

The main tasks for this exercise are as follows: 

1. Raise the domain functional level. 

2. Use the New Namespace Wizard to create a new namespace. 

3. Add an additional namespace server to host the namespace. 

 

 Task 1: Raise the domain functional level 
• On NYC-DC1, open Active Directory Users and Computers and raise the 

domain functional level to Windows Server 2008. 

 

 Task 2: Use the New Namespace Wizard to create a new namespace 
1. On NYC-DC1, start the DFS Management console. 

2. Use the New Namespaces Wizard to create a namespace with the following 
options: 

• Namespace Server: NYC-DC1 

• Namespace Name and Settings: CorpDocs 

• Namespace Type: Domain-based namespace (Windows Server 2008 
mode) 

3. In the left pane, click the plus sign next to Namespaces and then click 
\\WoodgroveBank\CorpDocs. 

4. Verify that the CorpDocs namespace has been created on NYC-DC1. 
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 Task 3: Add an additional namespace server to host the namespace 
1. On NYC-DC1, in the DFS Management console, use the Add Namespace 

Server Wizard to add a new namespace server with the following options: 

• Namespace server: NYC-SVR1 

• Click Yes to start the Distributed File System service. 

2. In the left pane, click the plus sign next to Namespaces and then click 
\\WoodgroveBank\CorpDocs.  
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Exercise 3: Configuring Folder Targets and Folder 
Replication 
In this exercise, you will initially create folder targets on two separate servers and 
then verify that the CorpDocs namespace functions correctly. You will then add 
availability and redundancy by creating additional folder targets and configuring 
replication. 

The main tasks for this exercise are as follows: 

1. Create the HRTemplates folder and configure a folder target on NYC-DC1. 

2. Create the PolicyFiles folder and configure a folder target on NYC-SVR1. 

3. Verify the functionality of the CorpDocs namespace. 

4. Create additional folder targets for the HRTemplates folder and configure 
folder replication. 

5. Create additional folder targets for the PolicyFiles folder and configure folder 
replication. 

 

 Task 1: Create the HRTemplates folder and configure a folder target 
on NYC-DC1 
1. On NYC-DC1, in the DFS Management console, right-click 

\\WoodgroveBank\CorpDocs. 

2. Create a new folder called HRTemplates.  

3. Add a new folder target called HRTemplateFiles using the following options: 

• Click the New Shared Folder button. 

• Share Name: HRTemplateFiles 

• Local path of shared folder: C:\HRTemplateFiles 

• Shared Folder Permissions: Administrators have full access; other users 
have read-only permissions 

4. In the console tree, click \\WoodgroveBank.com\CorpDocs. 

5. In the details pane, click the Namespace tab. Notice that HRTemplates is 
listed as an entry in the namespace. 
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6. In the console tree, expand \\WoodgroveBank.com\CorpDocs and then 
click HRTemplates. In the details pane, notice that on the Folder Targets tab, 
one folder target is configured.  

7. Click the Replication tab and notice that replication is not configured. 

 

 Task 2: Create the PolicyFiles folder and configure a folder target on 
NYC-SVR1 
1. On NYC-DC1, in the DFS Management console, right-click 

\\WoodgroveBank\CorpDocs. 

2. Create a new folder called PolicyFiles.  

3. Add a new Folder target called PolicyFiles using the following options: 

• Click the New Shared Folder button. 

• Share Name: PolicyFiles 

• Local path of shared folder: C:\Policyfiles 

• Shared Folder Permissions: Administrators have full access; other users 
have read-only permissions 

4. In the console tree, expand \\WoodgroveBank.com\CorpDocs and then 
click PolicyFiles. In the details pane, notice that on the Folder Targets tab, 
one folder target is configured.  

 

 Task 3: Verify the functionality of the CorpDocs namespace 
1. On NYC-DC1, click Start and then click Run. 

2. Access the \\WoodgroveBank\CorpDocs namespace and verify that both 
HRTemplates and PolicyFiles are visible. (If they are not visible, wait for 
approximately 5 minutes to complete.) 

3. In the HRTemplates folder, create a new Rich Text Document file called 
VacationRequest. 

4. In the PolicyFiles folder, create a new Rich Text Document file called 
OrderPolicies. 
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 Task 4: Create additional folder targets for the HRTemplates folder 
and configure folder replication 
1. On NYC-DC1, in the DFS Management console, add a folder target with the 

following options: 

• Path to folder target: \\NYC-SVR1\HRTemplates 

• Create share: Yes 

• Local Path of shared folder: C:\HRTemplates 

• Shared folder permissions: Administrators have full access; other users 
have read-only permissions 

• Replication group: Yes 

• Replication Group name: woodgrovebank.com\corpdocs\hrtemplates 

• Replicated folder name: HRTemplates 

• Primary member: NYC-DC1 

• Topology: Full mesh 

• Replication schedule: default 

2. In the console tree, expand the Replication node and then click 
woodgrovebank.com\corpdocs\hrtemplates. 

3. In the details pane, on the Memberships tab, verify that both NYC-DC1 and 
NYC-SVR1 are listed and enabled. 
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 Task 5: Create additional folder targets for the PolicyFiles folder and 
configure folder replication 
1. On NYC-DC1, in the DFS Management console, add a folder target with the 

following options: 

• Path to folder target: \\NYC-SVR1\PolicyFiles 

• Create share: Yes 

• Local Path of shared folder: C:\PolicyFiles 

• Shared folder permissions: Administrators have full access; other users 
have read-only permissions 

• Replication group: Yes 

• Replication Group name: woodgrovebank.com\corpdocs\policyfiles 

• Replicated folder name: PolicyFiles 

• Primary member: NYC-SVR1 

• Topology: Full mesh 

• Replication schedule: default 

2. In the console tree, expand the Replication node and then click 
woodgrovebank.com\corpdocs\PolicyFiles. 

3. In the details pane, on the Memberships tab, verify that both NYC-DC1 and 
NYC-SVR1 are listed and enabled. 
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Exercise 4: Viewing Diagnostic Reports for Replicated 
Folders 
In this exercise, you will generate a diagnostic report to view the folder replication 
status. 

The main task for this exercise is as follows: 

• Create a diagnostic report for woodgrovebank.com\corpdocs\hrtemplates. 

• Close all virtual machines and discard undo disks. 

 

 Task 1: Create a diagnostic report for 
woodgrovebank.com\corpdocs\hrtemplates 
1. On NYC-DC1, create a diagnostic report for 

woodgrovebank.com\corpdocs\hrtemplates based upon the following 
options: 

• Type of Diagnostic Report or Test: health report 

• Path and Name: default 

• Members to include: NYC-DC1 and NYC-SVR1 

• Options: Backlogged files enabled; Count replicated files enabled 

2. Read through the report and take note of any errors or warnings. When you 
are finished, close the Internet Explorer window. 

3. Create a diagnostic report for the policyfiles replication group. Read through 
the report and take note of any errors or warnings. When you are finished 
close the Internet Explorer window. Note that there may be errors reported if 
replication has not begun or finished yet. 

 

 Task 2: Close all virtual machines and discard undo disks 
1. On the host computer, click Start, point to All Programs, point to Microsoft 

Virtual Server, and then click Virtual Server Administration Website. 

2. Under Navigation, click Master Status. For each virtual machine that is 
running, click the virtual machine name, and in the context menu, click Turn 
off Virtual Machine and Discard Undo Disks. Click OK. 
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Module Review and Takeaways 

 

Review Questions 
1. How is DFS used in your File Services deployment? 

2. What kind of compression technology is used by Windows Server 2008 DFS? 

3. What are three main scenarios used for DFS? 

4. What is the difference between a domain-based DFS namespace and a stand-
alone DFS namespace? 

5. What is the default ordering method for client referral to folder targets? 

6. What does the Primary Member configuration do when setting up replication? 

7. Which folder is used to cache files and folders where conflicting changes are 
made on two or more members? 
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Network ports used by DFS 
The following table describes the network ports used by DFS. 

Service Name Relevant Computers UDP TCP 

NetBIOS Name Service Domain controllers; root servers that are not 
domain controllers; servers acting as folder 
targets; client computers acting as folder 
targets 

137 137 

NetBIOS Datagram 
Service 

Domain controllers; root servers that are not 
domain controllers; servers acting as folder 
targets; client computers acting as folder 
targets 

138   

NetBIOS Session 
Service  

Domain controllers; root servers that are not 
domain controllers; servers acting as folder 
targets; client computers acting as folder 
targets 

  139 

LDAP Server Domain controllers 389 389 

Remote Procedure Call 
(RPC) endpoint mapper

Domain controllers   135 

Server Message Block 
(SMB) 

Domain controllers; root servers that are not 
domain controllers; servers acting as folder 
targets; client computers acting as folder 
targets 

445 445 
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Tools 
The following table lists the tools that you can use to configure and manage DFS. 

Tool Use For Where to find it 

Dfsutil Performing advanced 
operations on DFS namespaces.

On a namespace server, type 
Dfsutil at a command prompt. 

Dfscmd.exe Scripting basic DFS tasks such 
as configuring DFS roots and 
targets.  

On a namespace server, type 
Dfscmd at a command prompt. 

DFS 
Management 

Performing tasks related to DFS 
namespaces and replication. 

Click Start, and then point to 
Administrative Tools, and then 
click DFS Management. 
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