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Module Overview 

 

File storage is an important aspect of managing Windows Server environments. 
There are significant challenges when analyzing, planning, and implementing 
storage solutions. Fortunately, Windows Server 2008 includes several tools to help 
you configure and manage storage technologies. This module provides information 
that will help you to understand common challenges for capacity and storage 
management. This module also describes how to analyze usage trends, and how to 
implement solutions to meet the requirements of users, while complying with 
company policy and industry and regulatory standards. 
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Lesson 1 
Overview of Windows Server 2008 Storage 
Management 

 

Windows Storage management tools were built to answer several challenges 
involved with managing storage systems in the enterprise environment. After this 
lesson, you should have a solid understanding of what these challenges are and 
how to address them.  
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Common Challenges to Capacity Management 

 

Key Points 
Capacity management is the process of planning, analyzing, sizing, and optimizing 
methods to satisfy an organization’s increase in data storage demands. As the 
amount of data that needs to be stored and accessed increases, so does the need 
for capacity management. Keeping track of how much storage capacity is available, 
how much storage space is needed for future expansion, and how the storage in 
the environment is being used allows administrators to adequately meet the 
storage capacity requirements of the organization. 
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Common Challenges to Storage Management 

 

Key Points 
After capacity management, the next challenge is managing what is stored in the 
given capacity. In many organizations, 60 to 100 percent of the data is stored. This 
data includes e-mail messages, office documents, and line-of-business application 
databases. 

Question: What are some of the storage challenges in your organization? 

Question: Consider internal retention policies. Why are these policies in place, 
because of internal requirements or because of external requirements? 

Question: Does the organization have regularly increasing storage requirements? 
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Addressing Capacity and Storage Management Challenges 

 

Key Points 
Business in the digital age is tied to information, which must be stored. As an IT 
professional, meeting the needs of the enterprise’s storage requirements poses a 
constant set of challenges. To address these challenges, several general tasks have 
been identified: 

• Analyzing how storage is being used 

• Defining storage resource management policies 

• Acquiring tools to implement policies 
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What is File Server Resource Manager? 

 

Key Points 
File Server Resource Manager (FSRM) is a complete set of tools that allows 
administrators to address the following key challenges of file server management: 

• Capacity management. Monitors usage patterns and utilization levels. 

• Policy management. Restricts which files are stored on the server. 

• Quota management. Limits how much data can be stored on the server. 

• Reports. Provides reporting on storage capacity usage to meet regulatory 
requirements and reporting needs, 
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Lesson 2 
Managing Storage Using File Server Resource 
Manager 

 

You can use File Server Resource Manager (FSRM) to configure quota 
management, implement file screening, and generate storage reports. This lesson 
provides information about how to manage storage by using FSRM. 
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FSRM Functions 

 

Key Points 
File System Resource Manager has several functions to accomplish storage 
management tasks. The following table describes FSRM functions. 

Function Description 

Create quotas to limit the 
space allowed for a volume 
or folder 

Allows you to set the maximum amount of space 
allotted to a user. It also allows the administrator to be 
notified if the quota is exceeded. 

Automatically generate 
quotas 

Allows you to specify that quotas are dynamically 
generated upon the creation of subfolders. This allows 
the storage volume to be managed without having to 
apply quotas each time a directory structure is 
modified. 

Create file screens Enables the filtering of files based on file extension. 
Common file categories can be grouped together to 
create file groups. 
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Function Description 

Monitor attempts to save 
unauthorized files 

Administrators can be notified when users are 
attempting to save a file that does not conform to the 
file screens in place 

Define quota and file 
screening templates 

Templates provide a high level of customization. This 
allows you to implement a detailed company storage 
policy. 

Generate scheduled or on-
demand storage reports 

Allows you to create reports on a regular basis for 
review, or create reports on demand, which allows you 
to quickly generate a report for immediate 
consumption.  

 

Additional Reading 
• Step-by-Step Guide for File Server Resource Manager in Windows Server 

"Longhorn" 
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Demonstration: Installing the FSRM Role Service 
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Components of the FSRM Console 

 

Key Points 
The FSRM console enables you to view all their local storage resources from a 
single console, and create and apply policies that control these resources. The 
three tools included in The FSRM console are: 

• Quota Management 

• File Screening Management 

• Storage Reports Management 

 

Additional Reading 
• Step-by-Step Guide for File Server Resource Manager in Windows Server 

"Longhorn" 
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FSRM Configuration Options 

 

Key Points 
Installing FSRM automatically configures the FSRM console, which is made 
available in the Administrative Tools folder and the Server Manager Console. 
When you open FSRM, three nodes are visible: Quota Management, File Screening 
Management, and Storage Reports Management.  

The Quota Management node allows you to:  

• Create, manage, and obtain information about quotas, which are used to set a 
space limit on a volume or folder. 

• Create and manage quota templates to simplify quota management. 

• Create and manage auto quotas. 
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The File Screening Management node allows you to:  

• Create, manage, and obtain information about file screens, which are used to 
block selected file types from a volume or folder. 

• Create file screening exceptions to override certain file screening rules. 

• Create and manage file screen templates to simplify file screening 
management. 

• Create and manage file groups. 

 
The Storage Reports Management node is used to configure and schedule different 
types of storage reports and to create reports on demand. 

Additional Reading 
• Step-by-Step Guide for File Server Resource Manager in Windows Server 

"Longhorn" 
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Demonstration: Configuring FSRM Options 
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Lesson 3 
Configuring Quota Management 

 

Quota management allows you to create quotas to limit the space allowed for a 
volume or folder and generate notifications when the quota limits are approached 
or exceeded. FSRM can define quota templates that can be easily applied to new 
volumes or folders and that can be used across an organization. You can also auto 
apply quota templates to all existing folders in a volume or folder, as well as to any 
new subfolders created in the future. 
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What is Quota Management? 

 

Key Points 
You can create quotas to limit the space allowed for a volume or folder and 
generate notifications when the quota limits are approached or exceeded. By 
creating a quota for a volume or folder, you can limit the disk space that is 
allocated for it. The quota limit applies to the entire folder subtree. 

Additional Reading 
• Step-by-Step Guide for File Server Resource Manager in Windows Server 

"Longhorn" 
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FSRM Quotas vs. NTFS Disk Quotas 

 

Key Points 
The Windows 2000 Server, Windows Server 2003, and Windows Server 2008 
operating systems support disk quotas, which are used to track and control disk 
usage on a per-user/per-volume basis.  

The following table outlines the advantages of using the quota management tools 
in FSRM compared to NTFS disk quotas: 

Quota features FSRM quotas NTFS disk quotas 

Quota Tracking By folder or by volume Per user/per volume 

Disk Usage Calculation Actual disk space Logical file size 

Notification Mechanisms E-mail, custom reports, command 
execution, event logs 

Event logs only 
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Additional Reading 
• Step-by-Step Guide for File Server Resource Manager in Windows Server 

"Longhorn" 
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What Are Quota Templates? 

 

Key Points 
To simplify the tasks associated with quota management, it is recommended that 
you base your quotas on a quota template. If you base your quotas on a quota 
template and you later decide to change the quota configuration—for example, you 
want to allow each user additional space on the storage server—you can simply 
update the quota template and then choose to automatically update all quotas that 
are based on this template. 

Additional Reading 
• Step-by-Step Guide for File Server Resource Manager in Windows Server 

"Longhorn" 
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Creating and Modifying a Quota 

 

Key Points 
You can use the Quota Management node in FSRM to create and modify quotas. 
By creating a quota for a volume or folder, you can limit the disk space that is 
allocated for that volume or folder. The Quota Management node of FSRM 
includes all the necessary options to work with quotas. 

Additional Reading 
• Step-by-Step Guide for File Server Resource Manager in Windows Server 

"Longhorn" 
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Monitoring Quota Usage 

 

Key Points 
After configuring and applying quotas to your file shares or volumes, it is 
important to understand how to monitor disk usage to effectively meet the 
ongoing storage requirements of your organization. 

In addition to the information included in notifications, you can monitor quota 
usage by:  

• Viewing quota information. 

• Generating a Quota Usage report.  

• Creating soft quotas.  

 

Note: Quotas reduce the input/output (I/O) per-second performance of the storage 
subsystem by a small amount (10 percent or less). Servers that apply quotas to more 
than 10,000 folders might experience a larger performance overhead. 
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Additional Reading 
• Step-by-Step Guide for File Server Resource Manager in Windows Server 

"Longhorn" 
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Demonstration: How to Create and Manage Quotas 
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Lesson 4 
Implementing File Screening 

 

Your security policy might prohibit specific types of files from being placed on 
company servers, and you might want to be notified if a specific file type is saved 
on a file server. This lesson explains the concepts related to file screening that you 
can use to manage the types of files that users can save on corporate file servers.  
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What is File Screening? 

 

Key Points 
A file screen provides a flexible method to control the types of files that are saved 
on company servers. For example, you can ensure that no music files are stored in 
personal folders on a server, yet allow storage of specific types of media files that 
support legal rights management or comply with company policies. 

You can also implement a screening process to notify you by e-mail when an 
unauthorized file type has been stored on a shared folder.  

Additional Reading 
• Step-by-Step Guide for File Server Resource Manager in Windows Server 

"Longhorn" 
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What Are File Groups? 

 

Key Points 
A file group is used to define a namespace for a file screen, file screen exception, or 
storage report.  

file group consists of a set of file name patterns, which are grouped into files to 
include and files to exclude:  

• Files to include. Files that belong in the group.  

• Files to exclude. Files that do not belong in the group.  

 

Additional Reading 
• Step-by-Step Guide for File Server Resource Manager in Windows Server 

"Longhorn" 
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What Is a File Screen Exception? 

 

Key Points 
A file screen exception is a special type of file screen that overrides any file 
screening that would otherwise apply to a folder, and all its subfolders, in a 
designated exception path. In other words, the file screen exception creates an 
exception to any rules derived from a parent folder. 

Additional Reading 
• Step-by-Step Guide for File Server Resource Manager in Windows Server 

"Longhorn" 
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What Is a File Screen Template? 

 

Key Points 
To simplify the management of file screens, it is recommended that you base your 
file screens on file screen templates. A file screen template defines:  

• Which file groups to block.  

• The type of screening to perform.  

• A set of notifications to be generated.  

 
FSRM provides several default file screen templates, which you can use to block 
audio and video files, executable files, image files, e-mail files and to meet some 
other common administrative needs.  

Additional Reading 
• Step-by-Step Guide for File Server Resource Manager in Windows Server 

"Longhorn" 
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Demonstration: Implementing File Screening 
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Lesson 5 
Managing Storage Reports 

 

To assist in capacity planning, it is important to be able to configure and generate 
extensive reports based on current storage numbers. This lesson provides 
information about how to configure, schedule and generate storage reports by 
using FSRM.Error! Bookmark not defined. 
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What Are Storage Reports? 

 

Key Points 
The Storage Reports Management feature of FSRM allows you to generate storage 
reports on demand, as well as schedule periodic storage reports that help identify 
trends in disk usage. You can also create reports to monitor attempts to save 
unauthorized files by all users or a selected group of users. 

The following table describes each storage report that is available in FSRM: 

Report Description 

Large Files Lists files that are larger than a specified size.  

Files by Owner Lists files, grouped by owner.  

Files by File Group Lists files that belong to specified file groups.  

Duplicate Files Lists files that appear to be duplicates. 

Least Recently Used Files Lists files that have not been accessed for a specified 
number of days.  
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Report Description 

Most Recently Used Files Lists files that have been accessed within a specified 
number of days.  

Quota Usage Lists quotas for which the quota usage is higher than a 
specified percentage.  

File Screening Audit Lists file screening violations that have occurred on the 
server, for a specified number of days.  

 

Additional Reading 
• Step-by-Step Guide for File Server Resource Manager in Windows Server 

"Longhorn" 
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What Is a Report Task? 

 

Key Points 
To generate a set of reports on a regular schedule, you schedule a report task. The 
report task specifies:  

• The volumes and folders to report on.  

• Which reports to generate.  

• What parameters to use.  

• How often to generate the reports.  

• Which file formats to use when saving reports.  

 

Additional Reading 
• Step-by-Step Guide for File Server Resource Manager in Windows Server 

"Longhorn" 
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Generating On-Demand Reports 

 

Key Points 
During daily operations, you may want to generate reports on demand to analyze 
different aspects of current disk usage on the server. Use the Generate reports 
now action to generate one or more reports. Before the reports are generated, 
current data is gathered. 

Additional Reading 
• Step-by-Step Guide for File Server Resource Manager in Windows Server 

"Longhorn" 
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Lab: Configuring and Managing Storage 
Technologies 

 

Objectives 
• Install the FSRM role service 

• Configure storage quotas 

• Configure file screening 

• Generate storage reports using FSRM 

 

Logon Information 
• Virtual Machines: NYC-DC1, NYC-SVR1 

• User Name: Administrator 

• Password: Pa$$w0rd 
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Scenario 
As the Windows Infrastructure Services (WIS) Technology Specialist, you have 
been tasked with configuring storage on a server which will comply with corporate 
standards. You must create the storage with minimal long term management by 
utilizing file screening and quota management. 
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Exercise 1: Installing the FSRM Role Service 
In this exercise, you will install the FSRM role service. 

The main tasks for this exercise are as follows: 

1. Start the NYC-DC1 and NYC-SVR1 virtual machines. 

2. Install the FSRM server role on NYC-SVR1. 

 

 Task 1: Start the NYC-DC1 and NYC-SVR1 virtual machines 
1. Open the Virtual Server Remote Control Client, and then double-click 6421A-

NYC-DC1.  

2. Log on to NYC-DC1 as Administrator using the password Pa$$w0rd.  

3. Open the Virtual Server Remote Control Client, and then double-click 6421A-
NYC-SVR1.  

4. Log on to NYC-SVR1 as Administrator using the password Pa$$w0rd. 

 

 Task 2: Install the FSRM server role on NYC-SVR1 
• Using Server Manager, install the File System Resource Manager role service. It 

is a role service located under the File Services role. 
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Exercise 2: Configuring Storage Quotas 
In this exercise, you must configure a quota template that allows users a maximum 
of 100MB of data in their user folders. When users exceed 85 percent of the quota 
or when they attempt to add files larger than 100MB, an event should be logged to 
the Event Viewer on the server. 

The main tasks for this exercise are as follows: 

1. Create a quota template. 

2. Configure a quota based on the quota template. 

3. Test that the quota is working by generating several large files. 

 

 Task 1: Create a quota template 
• In the File Server Resource Manager console, use the Quotas Templates 

node to configure a template that sets a hard limit on the maximum size of the 
folder to 100MB. Make sure this template also notifies the Event Viewer when 
the folder reaches 85 percent and 100 percent capacity. 

 

 Task 2: Configure a quota based on the quota template 
1. Use the File Server Resource Manager console and the Quotas node to create 

a quota in the D:\Labfiles\Module12\Users folder by using the quota 
template that you created in Task 1. 

2. Create an additional folder named User4 in the D:\Labfiles\Module12\Users 
folder and ensure that the new folder is listed in the quotas list. 
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 Task 3: Test that the Quota is working by generating several large files 
1. Open a command prompt and use the fsutil file createnew file1.txt 

89400000 command to create a file in the 
D:\Labfiles\Module12\Users\User1 folder. 

2. Check the Event Viewer for an Event ID of 12325. 

3. Test that the quota works by attempting to create a file that is 16400000 bytes, 
and then press ENTER. 

4. Enable folder compression for the D:\Labfiles\Module12\Users folder. 
Check to see what affect this has in the Quota console. Try again to create a 
file that is 16400000 bytes. 
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Exercise 3: Configuring File Screening 
In this exercise, you will configure file screening to monitor executable files. 

The main tasks for this exercise are as follows: 

1. Create a file screen. 

2. Test and validate the file screen. 

 

 Task 1: Create a file screen  
1. In the File Server Resource Manager console, use the File Screens node to 

create a file screen that monitors executable files in the 
D:\Labfiles\Module12\Users folder. When an executable is dropped into the 
folder, the file screen will log an 8215 event in the Event Viewer. 

2. Test the file screen by copying example.bat from D:\Labfiles\Module12 to 
the D:\Labfiles\Module12\Users\User1 folder. Verify that the file screen is 
working in the Event Viewer. 
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Exercise 4: Generating Storage Reports 
In this exercise, you will generate an on-demand storage report. 

The main tasks for this exercise are as follows: 

• Generate an on-demand storage report. 

• Close all virtual machines and discard undo disks. 

 

 Task 1: Generate an on-demand storage report 
• In the File Server Resource Manager console, use the Generate reports now 

option in the Reports node to generate a File Screening Audit and Quota 
Usage report on the D:\Labfiles\Module12\Users folder. 

 

 Task 2: Close all virtual machines and discard undo disks 
1. On the host computer, click Start, point to All Programs, point to Microsoft 

Virtual Server, and then click Virtual Server Administration Website. 

2. Under Navigation, click Master Status. For each virtual machine that is 
running, click the virtual machine name, and in the context menu, click Turn 
off Virtual Machine and Discard Undo Disks. Click OK. 
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Module Review and Takeaways 

 

Review Questions 
What is the difference between a hard quota and soft quota? 

When a common set of file types need to be blocked, what should you create to 
block them in the most efficient manner? 

If you want to apply a quota to all subfolders in a folder, including folders that will 
be created in the future, what option must you configure in the quota policy? 
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Tools 
The following table describes the tools that you can use to configure FSRM. 

Tool Description 

Dirquota.exe Use to create and manage quotas and quota templates. 

FileScrn.exe Use to create and manage file screens, file screening 
exceptions, and file groups. 

StorRept.exe Use to configure report parameters and generate storage 
reports on demand. You can also create report tasks and then 
use Schtasks.exe to schedule the tasks. 

Fsutil Use the file system utility to configure NTFS Quotas, and 
create files to test quota behavior. 
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