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Module Overview 

 

This module provides the information necessary to configure availability of 
network resources and content. It explains the new backup infrastructure in 
Windows Server® 2008 and describes how to configure backup and recovery 
methods. This module also explains how to enable a shadow copy volume, which 
enables users to access previous versions of files and folders on a network. Finally, 
this module explains how failover clustering and Network Load Balancing can be 
used to facilitate greater data availability and workload scalability. 
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Lesson 1 
Backing up Data 

 

Windows Server Backup is a feature of the Windows Server 2008 operating system 
that provides a basic backup and recovery solution for the server that it is installed 
on. This version of Windows Server Backup replaces the Backup feature that was 
available with earlier versions of the Windows operating system. 
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Overview of Windows Server Backup 

 

Key Points 
Backup is an optional feature in Windows Server 2008 that helps you reliably back 
up and recover the operating system, and restore files and folders that are stored 
on the server. Backup consists of a Microsoft Management Console (MMC) snap-in 
and command-line tools. 

Important: The MMC snap-in is not available on Windows Server 2008 Standard 
Edition and all core installations. To manage backups for a computer with Windows 
Server 2008 Standard Edition installed, you must use the snap-in on another 
computer to manage the backups remotely or use command-line tools on the local 
computer. 
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New Features of Window Server Backup 

 

Key Points 
The Backup feature includes the following improvements: 

• Faster backup technology 

• Simplified restoration 

• Simplified recovery of your operating system 

• Ability to recover applications 

• Improved scheduling 

• Offsite removal of backups for disaster protection 

• Remote administration 

• Automatic disk usage management 

• Extensive command-line support 

• Support for DVD media 
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The Ntbackup.exe tool can be used to mount tapes from previous versions of 
backup in Windows 2000 and Windows 2003. You cannot, however, use it to 
create new backups on Windows Server 2008. 

Question: Why would a company want to separate the Backup and Restore roles? 

Additional Reading 
• What’s New in AD DS Backup and Recovery? 

• Windows Server 2008 Technical Library 
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Who Can Back Up Data? 

 

Key Points 
By default, members of the Backup Operators and Administrators groups have 
access to the Backup tool. This right can also be delegated to other groups or 
individuals. 

Note: Limit the number of users who belong to the Administrators or Backup 
Operators groups on the server. Members of these groups can use Backup. 

Additional Reading 
• What’s New in AD DS Backup and Recovery? 
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What is System State Data? 

 

Key Points 
Windows Server 2008 does not back up or recover system state data in the same 
manner as servers that run Windows Server 2003 or Windows 2000 Server. In 
Windows Server 2008, you must back up critical volumes rather than only backing 
up system state data. 

In Windows Server 2008, the system components that make up system state data 
depend on the server roles that are installed on the computer and which volumes 
host the critical files that the operating system and the installed roles use.  

Additional Reading 
• What’s New in AD DS Backup and Recovery? 

 



 Configuring Availability of Network Resources and Content 13-9 

Optimizing Backup Performance 

 

Key Points 
You can optimize backup performance by choosing one of the following settings 
available under the Configure Performance Settings option in the Actions pane of 
Windows Server Backup: 

• Always perform full backup 

• Always perform incremental backup 

• Custom 

 

Additional Reading 
• What’s New in AD DS Backup and Recovery? 
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Specifying a Backup Time 

 

Key Points 
You can use the Backup Schedule Wizard from the Actions pane within Windows 
Server Backup to create a schedule and options for backup. 

When you have a backup schedule in place, backups will run automatically each 
day. When you create a backup schedule, you can: 

• Back up the entire server or specific volumes only.  

• Run Backup daily or more often.  

 
Question: Do you have any data in your organization for which you would need a 
customized schedule for backups? For example, a schedule that backs up data 
numerous times in a day? 

Additional Reading 
• Windows Server 2008 Backup and Recovery Step-by-Step Guide 
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How is Data Restored? 

 

Key Points 
Data restoration is done through the Windows Server Backup tool. This tool is not 
installed by default; it is a feature that must be installed using the Initial 
Configuration Wizard or the Server Manager tool. 

After you have successfully backed up data, you can use the Recover option in the 
Actions pane of the Windows Server Backup tool to recover volumes, folders and 
files on the local server or on a different server to which you connect remotely. 

Question: Why would you consider a restoration of data to a different location 
other than the original location? 

Additional Reading 
• What’s New in AD DS Backup and Recovery? 
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Demonstration: Installing and Configuring Windows Server 
Backup 
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Lesson 2 
Configuring Shadow Copies 

 

In Windows Server 2008 as in Windows Server 2003, you can enable shadow 
copies on a per volume basis which will monitor changes made to shares over the 
network, giving the user the opportunity to self help for file and folder recovery. 
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What are Shadow Copies? 

 

Key Points 
You can use the Previous Versions feature in Windows Server 2008 to enable your 
users to access previous versions of files and folders on your network. This is 
useful because users can: 

• Recover files that were accidentally deleted.  

• Recover from accidentally overwriting a file.  

• Compare versions of a file while working.  

 
Question: If you were to deploy shadow copies of shared folders in your network 
environment, would you notice a decrease in calls from users needing restoration 
from backups? 

Additional Reading 
• Windows Server 2008 Help Topic: How do I use Previous Versions? 
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Shadow Copy Scheduling 

 

Key Points 
If you enable shadow copies of shared folders on a volume using the default 
values, tasks will be scheduled to create shadow copies at 7:00 A.M. and Noon. The 
default storage area will be on the same volume, and its size will be 10 percent of 
the available space. 

If you decide that you want shadow copies to be made more often, verify that you 
have allotted enough storage space and that you do not make copies so often that 
it degrades server performance. 

Question: How might you consider modifying the default schedule for your 
environment? Do you have data in shares that might require a more aggressive 
schedule? 

Additional Reading 
• Windows Server 2008 Help Topic: Enable and Configure Shadow Copies of 

Shared Folders 
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Demonstration: Configuring Shadow Copies 
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Managing Shadow Copies from a Client Perspective 

 

Key Points 
For previous versions of the Windows operating system, the Previous Versions 
client software must to be installed for the user to be able to make use of shadow 
copies. Microsoft Windows Vista has the Previous Versions client built-in to the 
operating system, so client configuration is not necessary. 

Question: What might be the problem if a user calls the Help Desk and complains 
that the Previous Versions tab is missing from the shared folder/file properties? 

Additional Reading 
• Windows Server 2008 Help Topic: How do I use Previous Versions? 
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Restoring Shadow Copies 

 

Key Points 
After you enable shadow copies of shared folders and start creating shadow copies, 
you can use the Previous Versions feature to recover previous versions of files and 
folders, or files and folders that have been renamed or were deleted. 

Additional Reading 
• Windows Server 2008 Help Topic: How do I restore a previous version of a file 

or folder? 
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Demonstration: Restoring Shadow Copies 
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Lesson 3 
Providing Server and Service Availability 

 

Network Load Balancing is a clustering technology offered by Microsoft. Network 
Load Balancing uses a distributed algorithm to load balance network traffic across 
a number of hosts, helping to enhance the scalability and availability of mission 
critical, IP-based services, such as Web, Virtual Private Networking (VPN), 
Streaming Media, Terminal Services, Proxy, and so on. It also provides high 
availability by detecting host failures and automatically redistributing traffic to 
operational hosts. 
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Network Load Balancing Manager Overview 

 

Key Points 
When Network Load Balancing is installed as a network driver on each of the 
member servers, or hosts, in a cluster, the cluster presents a virtual IP address to 
client requests. The client requests go to all the hosts in the cluster, but only the 
host to which a given client request is mapped accepts and handles the request. All 
the other hosts drop the request. Depending on the configuration of each host in 
the cluster, the statistical mapping algorithm, which is present on all the cluster 
hosts, maps the client requests to particular hosts for processing. 

Using Network Load Balancing with Terminal Services offers the benefits of 
increased availability, scalability, and load-balancing performance, as well as the 
ability to distribute a large number of Terminal Services clients over a group of 
terminal servers. 

Question: Do you have any servers hosting stateless information that would 
benefit from Network Load Balancing in your environment? 
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Additional Reading 
• How Network Load Balancing Technology Works 

• Windows Server 2008 Technical Library 

• Windows Server 2008 Help Topic: Network Load Balancing 
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Demonstration: Installing Network Load Balancing 
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Creating a Network Load Balancing Cluster 

 

Key Points 
To configure the Network Load Balancing cluster, you must configure three types 
of parameters:  

• Host parameters, which are specific to each host in a Network Load Balancing 
cluster.  

• Cluster parameters, which apply to a Network Load Balancing cluster as a 
whole.  

• Port rules, which control how the cluster functions.  

 
You must be a member of the Administrators group on the host that you are 
configuring, or you must have been delegated the appropriate authority to use 
Network Load Balancing Manager. If you are configuring a cluster or host by 
running Network Load Balancing Manager from a computer that is not part of the 
cluster, you do not have to be a member of the Administrators group on that 
computer. 
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Additional Reading 
• Windows Server 2008 Network Load Balancing Help topic: Create a new 

network load balancing cluster 
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Demonstration: Configuring a Network Load Balancing 
Cluster 
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What is a Failover Cluster? 

 

Key Points 
A failover cluster is a group of independent computers that work together to 
increase the availability of applications and services. The clustered servers (called 
nodes) are connected by physical cables and by software. If one of the cluster 
nodes fails, another node begins to provide service (a process known as failover). 
Users experience a minimum of service disruptions. 

Note: The failover cluster feature is not available in Windows Web Server 2008 or 
Windows Server 2008 Standard editions. 

Failover clusters include the following new functionality: 

• New validation feature 

• Support for globally unique identifier (GUID) partition table (GPT) disks in 
cluster storage 
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Improvements to existing failover cluster functionality include: 

• Improved cluster setup 

• Simplified management interfaces 

• Improvements to stability and security, which can result in increased 
availability 

• Improvements to the way a cluster works with storage 

• Improvements to interfaces for working with shared folders 

• Improvements to networking and security 

 

Additional Reading 
• Windows Server 2008 Technical Library 
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Hardware Requirements for a Failover Cluster 

 

Key Points 
Carefully review the hardware on which you plan to deploy a failover cluster to 
ensure that it is compatible with Windows Server 2008. This is especially necessary 
if you are currently using that hardware for a server cluster running Windows 
Server 2003. Hardware that supports a server cluster running Windows Server 
2003 will not necessarily support a failover cluster running Windows Server 2008. 

Note: You cannot perform a rolling upgrade from a server cluster running Windows 
Server 2003 to a failover cluster running Windows Server 2008. However, after you 
create a failover cluster running Windows Server 2008, you can use a wizard to 
migrate certain resource settings to it from a server cluster running Windows Server 
2003. 
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The following hardware is required in a failover cluster: 

• Servers 

• Network adapters and cable (for network communication) 

• Device controllers or appropriate adapters for the storage 

• Storage 

 
Question: If you presently have a server cluster in a previous server version, can 
you do a rolling upgrade to Windows Server 2008 Failover Clustering? 

Additional Reading 
• Windows Server 2008 Technical Library 

• Windows Server 2008 Failover Cluster Management Help topic: 
Understanding Requirements for Failover Clusters 
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Lab: Configuring Availability of Network 
Resources 

 

Objectives 
• Configure Windows Server Backup and Restore 

• Configure shadow copies 

• Configure and test Network Load Balancing 
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Lab Setup 
For this lab you will use the available virtual machine environment. Before you 
begin the lab, you must: 

• Start the NYC-DC1, NYC-SVR1 and NYC-CL1 virtual machines. 

• Log on to the NYC-DC1, NYC-SVR1 and NYC-CL1 virtual machines with the 
user name administrator and the password Pa$$w0rd. 

• On the Windows 2008 servers, close the Initial Configuration Tasks window 
that appears after log on. 

• On the Windows 2008 servers, close the Server Manager window. 

 

Scenario 
The Windows Infrastructure Services Technology Specialist has been tasked with 
configuring disaster recovery restore and availability for all critical services. 
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Exercise 1: Configuring Windows Server Backup and 
Restore 
In this exercise, you will configure Windows Server Backup. 

The main tasks are as follows: 

1. Ensure that you have completed the steps in the Lab Setup. 

2. Open the Server Manager tool on 6421A-NYC-DC1. 

3. Install the Windows Server Backup feature. 

4. Create a share on 6421A-NYC-SVR1. 

5. Manually back up files to a network location. 

6. Restore files from a network location. 

 

 Task 1: Ensure that you have completed the steps in the Lab Setup 
• Review the Lab Setup section and ensure you have completed the steps before 

you continue with this lab. 

 

 Task 2: Open the Server Manager tool on 6421A-NYC-DC1 
• On 6421A-NYC-DC1, open Server Manager from the Administrative Tools 

menu. 

 

 Task 3: Install the Windows Server Backup feature 
1. On NYC-DC1, open Server Manager. 

2. Using Server Manager, install the Windows Server Backup feature. 

3. On the Installation Results page, verify that the Windows Server Backup 
installation succeeded, and then click Close. 

4. Close Server Manager. 
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 Task 4: Create a share on 6421A-NYC-SVR1 
1. On NYC-SVR1, open the Computer Management administrative tool. 

2. In the Computer Management list pane, expand Shared Folders, and then 
right-click Shares. 

3. In the context menu that appears, click New Share. 

4. Using the New Share Wizard, create a new share on the C:\ drive called 
NetBackup. 

5. On the Shared Folder Permissions page, select Administrators have full 
access; other users have no access, and then click Finish. 

 

 Task 5: Manually back up files to a network location 
1. On NYC-DC1, open the Windows Server Backup administrative tool from the 

Start menu, Administrative Tools location. 

2. On the Actions pane of the Windows Server Backup (Local) window, select 
Backup Once. 

3. On the Backup Options page of the Backup Once Wizard, click Next. 

4. On the Specify backup type page, select Custom, and then click Next. 

5. On the Select Backup Items page, clear the Enable System Recovery and 
Local Disk (C:), checkboxes, select Allfiles (D:), and then click Next. 

6. On the Specify destination type page, select Remote Shared Folder, and then 
click Next. 

7. On the Specify Remote Folder page, type a path of \\NYC-SVR1\NetBackup, 
and then click Next. 

8. On the Specify VSS backup type page, select VSS full backup, and then click 
Next. 

9. On the Confirmation page, click Backup. 

10. On the Backup Progress page, verify the status is Backup Completed, and 
then click Close. 

 



 Configuring Availability of Network Resources and Content 13-35 

 Task 6: Restore files from a network location 
1. Click Start, click Computer, and then double-click Allfiles (D:). 

2. In the details pane of the Allfiles (D:) window, delete the AllFiles directory, 
and then close the Allfiles (D:) window. 

3. On the Windows Server Backup page, under Actions, select Recover. 

4. On the Recovery Wizard, Getting Started page, select Another Server, and 
then click Next. 

5. On the Specify Location Type page, select Remote Shared Folder, and then 
click Next. 

6. On the Specify Remote Folder page, type the URL of \\NYC-
SVR1\NetBackup, and then click Next. 

7. On the Select backup date page, click today’s date (in bold), and then click 
Next. 

8. On the Select Recovery Type page, accept the default of Files and Folders, 
and then click Next. 

9. On the Select Items to Recover page, expand NYC-DC1, expand Allfiles (D:), 
select Labfiles, and then click Next. 

10. On the Specify Recovery Options page, accept the default settings, and then 
click Next. 

11. On the Confirmation page, click Recover. 

12. In the Recovery Progress window, verify the status is Restore of Files 
completed, and then click Close. 

13. Close the Windows Server Backup tool. 

 



13-36 Configuring Availability of Network Resources and Content 

Exercise 2: Configuring and Testing Shadow Copies 
In this exercise, you will configure and test shadow copies. 

The main tasks are as follows: 

1. Enable shadow copies on a volume. 

2. Change a file in a share location. 

3. Manually create a shadow copy. 

4. View the previous versions of the file and restore to a previous version. 

 

 Task 1: Enable shadow copies on a volume 
1. On NYC-DC1, open the Computer Management console. 

2. In the console tree of the Computer Management window, right-click Shared 
Folders, point to All Tasks, and then click Configure Shadow Copies. 

3. In the Shadow Copies dialog box, select volume D:\, and then click Enable.  

4. In the Enable Shadow Copies dialog box that appears, click Yes, and then 
click OK. 

5. Leave the Computer Management console open. 

 

 Task 2: Change a file in a share location 
1. On NYC-CL1, click Start, and in the search text box type \\NYC-

DC1\shadow. 

A window should open with the contents of the Shadow share visible. 

2. Open the shadowtest.txt file. 

3. Add the following line of text to the end of the text file: 

This is my text that I am adding to the file. 

4. Save and close the shadowtest.txt file. 
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 Task 3: Manually create a shadow copy 
1. On NYC-DC1, in the Computer Management console, right-click Shared 

Folders, point to All Tasks, and then click Configure Shadow Copies. 

2. In the Shadow Copies dialog box, select volume D:\, and then click Create 
Now. 

The shadow copies of selected volume should have two entries listed. 

3. Close the Computer Management console. 

 

 Task 4: View the previous versions of the file and restore to a previous 
version 
1. On NYC-CL1, click Start, type \\NYC-DC1\shadow in the Search text box, 

and then press ENTER. 

2. Right-click shadowtest.txt and select Properties from the context menu. 

3. In the Properties dialog box for the shadowtest.txt file, click the Previous 
Versions tab. 

4. Under File Versions, you should see the last shadow copy that was created. 
Click Open to view the contents of the file. The file you are viewing should be 
the previous version of the file you modified with text. 

5. Close the file and select Restore from the Previous Versions window to 
restore the file to its previous state before any changes were made. 

6. In the Previous Versions dialog box, click OK. 

7. Click OK to close the shadowtest.txt Properties dialog box. 
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Exercise 3: Configuring Network Load Balancing 
In this exercise, you will configure Network Load Balancing. 

The main tasks are as follows: 

1. Install the Network Load Balancing feature on NYC-DC1 and NYC-SVR1. 

2. Configure Network Load Balancing on NYC-DC1 and NYC-SVR1. 

3. Install and share an IP-based printer on both NYC-DC1 and NYC-SVR1. 

4. Use NYC-CL1 to connect to the shared printer object on the NLB virtual IP 
address. 

5. Close all virtual machines and discard undo disks. 

 

 Task 1: Install the Network Load Balancing feature on NYC-DC1 and 
NYC-SVR1 
1. On NYC-DC1, open Server Manager. 

2. In the Server Manager list pane, right-click Features, and install Network 
Load Balancing. 

3. On the Results page, verify the installation succeeded, and then close the Add 
Features Wizard. 

4. Repeat steps 1 through 3 for NYC-SVR1. 

5. Close Server Manager on both NYC-DC1 and NYC-SVR1. 

 

 Task 2: Configure Network Load Balancing on NYC-DC1 and NYC-
SVR1 
1. On NYC-DC1, open Network Load Balancing Manager. 

2. In the Network Load Balancing Manager console, right-click Network Load 
Balancing Clusters in the list pane, and then click New Cluster. 

3. In the New Cluster: Connect dialog box, type the hostname NYC-DC1, and 
then click Connect. You should see the Interface Name section populate with 
the Local Area Connection and IP address of that interface. Click Next. 

4. In the New Cluster: Host Parameters dialog box, verify the default state is 
Started, and then click Next. 
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5. In the New Cluster: Cluster IP Addresses dialog box, click Add and specify 
an IPV4 cluster IP of 10.10.0.100 with a Subnet Mask of 255.255.0.0, and 
then click OK. 

6. In the New Cluster: Cluster Parameters dialog box, type a Full Internet Name 
of printSVR.woodgrovebank.com. Specify a cluster operation mode of 
Multicast, and then click Next. 

7. In the New Cluster: Port Rules dialog box, click Finish. 

8. In the Network Load Balancing Manager console list pane, right-click 
printSVR.woodgroovebank.com, and then click Add Host to Cluster from 
the context menu. 

9. In the Add Host to Cluster: Connect dialog box, specify the host as NYC-
SVR1, and then click Connect. In the Interfaces available for configuring the 
cluster, click Local Area Connection, and then click Next. 

10. In the Add Host to Cluster: Host Parameters dialog box, accept the default 
settings, and then click Next. 

11. In the Add Host to Cluster: Port Rules, accept the default settings, and then 
click Finish. 

12. Close the Network Load Balancing Manager console window. 

 

 Task 3: Install and share an IP-based printer on both NYC-DC1 and 
NYC-SVR1 
1. On NYC-DC1, click Start, click Control Panel, and then double-click the 

Printers applet. 

2. In the Printers console details pane, double-click Add Printer. 

3. Add a local printer with a Standard TCP/IP Port with an address of 
10.10.0.80. Clear the Query the printer and automatically select the driver 
to use check box, and then click Next. 

4. Wait for the detection of the TCP/IP port to complete, and then click Next in 
the Additional Port information Required dialog box. 

5. In the Install the printer driver dialog box, specify the manufacturer of HP 
and the printer model of LaserJet 6MP, and then click Next. 

6. In the Type a printer name dialog box, accept the default settings, and then 
click Next. 
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7. In the Printer Sharing dialog box, accept the default name, and then click 
Next. 

8. In the You’ve successfully added HP LaserJet 6MP dialog box, click Finish. 

9. Close the Printers control panel applet. 

10. Repeat steps 1 through 9 on NYC-SVR1. 

 

 Task 4: Use NYC-CL1 to connect to the shared printer object on the 
NLB virtual IP address 
1. On NYC-CL1, click Start, type \\printSVR.woodgroovebank.com in the Start 

Search text box, and then press ENTER. 

2. From the available resources on the printSVR.woodgroovebank.com cluster, 
double-click the HP LaserJet 6MP printer object to install it on NYC-CL1. 

3. Close the Printer Status window and close the printSVR browse window. 

The HP 6MP is now installed using the NLB cluster as the host of the printer. 

 

 Task 5: Close all virtual machines and discard undo disks 
1. On the host computer, click Start, point to All Programs, point to Microsoft 

Virtual Server, and then click Virtual Server Administration Website. 

2. Under Navigation, click Master Status. For each virtual machine that is 
running, click the virtual machine name, and in the context menu, click Turn 
off Virtual Machine and Discard Undo Disks. Click OK. 
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Module Review and Takeaways 

 

Review Questions 
1. What are the benefits of using VSS and block-level technologies compared to 

traditional types of file-based backups? 

2. What is the danger of choosing to restore a folder in Shadow Copies? 

3. How is failover clusters different from Network Load Balancing? 
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Best Practices 
Consider the following best practices for Network Load Balancing: 

• Properly secure the Network Load Balancing hosts and the load-balanced 
applications. 

• Network Load Balancing does not provide additional security for the load 
balanced hosts and can not be used as a firewall. It is important to 
properly secure the load balanced applications and hosts. Security 
procedures can typically be found in the documentation for each 
particular application. For example, if you are using Network Load 
Balancing to load balance a cluster of Internet Information Services (IIS) 
servers, you should follow the procedures and guidelines for securing IIS. 

• The Network Load Balancing subnet must be physically protected from 
intrusion by unauthorized computers and devices in order to avoid 
interference from unauthorized heartbeat packets. 

• Use two or more network adapters in each cluster host whenever possible. 
Two network adapters, however, are not required. 

• If the cluster is operating in unicast mode (the default), Network Load 
Balancing cannot distinguish between single adapters on each host. 
Therefore, any communication among cluster hosts is not possible unless 
each cluster host has at least two network adapters. 

• You can configure Network Load Balancing on more than one network 
adapter. However, if you use a second network adapter to address this 
best practice, make sure that you install Network Load Balancing on only 
one adapter (called the cluster adapter). 

• Use only the TCP/IP network protocol on the cluster adapter. 

• Do not add any other protocols (for example, IPX) to this adapter. 
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• Enable Network Load Balancing Manager logging. 

• You can configure Network Load Balancing manager to log each Network 
Load Balancing Manager event. This log can be very useful in 
troubleshooting problems or errors when using Network Load Balancing 
Manager. Enable Network Load Balancing Manager logging by clicking 
Log Settings in the Network Load Balancing Manager Options menu. 
Select the Enable logging check box and specify a name and location for 
the log file.  

The Network Load Balancing Manager log file contains potentially 
sensitive information about the Network Load Balancing cluster and 
hosts, so it must be properly secured. By default, the log file inherits the 
security settings of the directory in which it is created, so you may need to 
change the explicit permissions on the file to restrict read and write access 
to those individuals who do not need full control of the file. Be aware that 
the individual using Network Load Balancing Manager does require full 
control of the log file. 

• Verify that any given load-balanced application is started on all cluster hosts 
on which the application is installed. 

• Network Load Balancing does not start or stop applications. 

 

Additional Reading 
• Network Load Balancing Best Practices 
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