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Module Overview 

 

This module explains how to secure servers and maintain update compliance. It 
explains how to secure a server role within a Windows infrastructure and how to 
secure servers using security templates. This module also explains how to 
configure an audit policy and manage updates using Windows Server Update 
Services. 
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Lesson 1 
Securing a Windows Infrastructure 

 

This lesson explains how to secure a server role within a Windows infrastructure. 
As organizations expand the availability of network data, applications, and 
systems, it becomes more challenging to ensure the security of the network 
infrastructure. Security technologies in the Windows Server 2008 operating system 
enable organizations to better protect their network resources and organizational 
assets in increasingly complex environments and business scenarios. 



14-4 Configuring Server Security Compliance 

Challenges of Securing a Windows Infrastructure 

 

Key Points 
Each server role requires specific security configurations depending upon your 
deployment scenario and infrastructure requirements. The documentation that 
supports each server role contains security information and other security 
considerations. Additionally, some server roles have more of a security focus, such 
as Active Directory Rights Management Services (AD RMS) or Active Directory 
Certificate Services (AD CS), than others. For a complete list of available server 
roles, run the Server Manager Wizard from the Administrative Tools menu. 

Additional Reading 
• Windows Server 2008: Windows Help and Support: Security Overview 
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Applying Defense-in-Depth to Increase Security 

 

Key Points 
After you have discovered and documented the risks your organization faces, the 
next step is to examine and organize the defenses you will use to provide your 
security solution. The defense-in-depth security model is an excellent starting point 
for this process. This model identifies seven levels of security defenses that are 
designed to ensure that any attempt to compromise the security of an organization 
will be met by a robust set of defenses. Each set is capable of deflecting attacks at 
many different levels. 

Question: What is the most important part of the defense-in-depth security model? 

Additional Reading 
• Antivirus Defense-in-Depth Guide 
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Core Server Security Practices 

 

Key Points 
Without physical security, you have no security. Core server security practices are 
relatively easy to adopt and should be integrated into the standard security 
configuration of all servers. Some of the core server security practices should 
include: 

• Apply the latest service packs and all available security and critical updates. 

• Use the Security Configuration Wizard to scan and implement server security 
based on server roles. 

• Use Group Policy and security templates to harden servers and lessen the 
attack footprint. 

• Restrict scope of access for service accounts to lessen damage should the 
account be compromised. 

• Restrict who can log on locally to server consoles by using security options. 

• Restrict physical and network access to servers. 
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Question: Does your company have a detailed "build sheet" for all new 
installations that occur on new hardware? What can you do to lessen the attack 
footprint on your infrastructure? 

Additional Reading 
• Security and Protection 
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What is the Security Configuration Wizard? 

 

Key Points 
The Security Configuration Wizard (SCW) guides you through the process of 
creating, editing, applying, or rolling back a security policy. A security policy that 
you create with SCW is an .xml file that, when applied, configures services, 
network security, specific registry values, and audit policy.  

SCW is a role-based tool that you can use to create a policy that enables services, 
firewall rules, and settings that are required for a selected server to perform specific 
roles. For example, a server might be a file server, a print server, or a domain 
controller. 

Question: Does your organization use the Security Configuration Wizard for role-
based security settings? How does a security template differ from the policy 
defined by SCW? 

Additional Reading 
• Windows Server 2008 Help Topic: Security Configuration Wizard: Help 
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What is Windows Firewall? 

 

Key Points 
Windows Firewall with Advanced Security combines a host firewall and IPsec. 
Unlike a perimeter firewall, Windows Firewall with Advanced Security runs on 
each computer running Windows Server 2008 and provides local protection from 
network attacks that might pass through your perimeter network or originate 
inside your organization. It also provides computer-to-computer connection 
security that allows you to require authentication and data protection for 
communications. 

Question: How is Windows Firewall different from a perimeter firewall? 

Additional Reading 
• Windows Firewall with Advanced Security Help Topic: Windows Firewall with 

Advanced Security 
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Demonstration: Using the Security Configuration Wizard to 
Secure Server Roles 
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Lesson 2:  
Using Security Templates to Secure Servers 

 

Security templates have existed since Windows NT 4.0 Service Pack 4. These 
security templates have become a popular method for applying security settings to 
not only servers, but also to the desktop environment. One reason for the success 
of security templates is that they provide a wide range of security settings and they 
are easy to implement in various environments. A single security template can 
configure a broad scope of security settings on a multitude of servers and desktop 
computers. 
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What is a Security Policy? 

 

Key Points 
A security policy in a Windows environment is a collection of security settings that 
are related and applied to different areas of the system.  

Local policies can be useful in non-Active Directory Domain Services (AD DS) 
environments because they are applied at the local computer level. Domain 
policies tend to have more settings available to be configured and can use Group 
Policy as a means of deployment.  

Question: Does you organization use security templates at the local computer level 
or domain-based GPO's with imported templates? 

Additional Reading 
• Windows Server 2008 Technical Library 
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What are Security Templates? 

 

Key Points 
A security template contains hundreds of possible settings that can control a single 
computer or multiple computers. The security templates can control areas such as 
user rights, permissions, and password policies. Security templates can be 
deployed centrally using Group Policy objects (GPOs). Finally, security templates 
can be customized to include almost any security setting on a target computer. 

Additional Reading 
• Predefined security templates 
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Demonstration: Configuring Security Template Settings 
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What is the Security Configuration and Analysis Tool? 

 

Key Points 
You can use the Security Configuration and Analysis tool to analyze and configure 
local system security. 

Regular analysis enables you to track and ensure an adequate level of security on 
each computer as part of an enterprise risk management program. You can tune 
the security levels and, most importantly, detect any security flaws that may occur 
in the system over time. 

You can also use Security Configuration and Analysis to configure local system 
security.  

Additional Reading 
• Security Configuration and Analysis 

 



14-16 Configuring Server Security Compliance 

Demonstration: Analyzing Security Policy using the Security 
Configuration and Analysis Tool 
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Lesson 3 
Configuring an Audit Policy 

 

You can configure an audit policy so that user or system activity in specified event 
categories is recorded. You can monitor security-related activity, such as who 
accesses an object, if a user logs on to or logs off from a computer, or if changes are 
made to an auditing policy setting.  

As a best practice, you should create an audit plan before implementing audit 
policy. 
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What is Auditing? 

 

Key Points 
Auditing is the process that tracks the activities of users by recording selected types 
of events in the security log of a server or a workstation. 

The most common types of events to be audited are:  

• Access to objects, such as files and folders. 

• Management of user accounts and group accounts. 

• Users logging onto and logging off from the system. 

 
Question: What are some reasons that you may want to audit certain areas of a 
system or a particular shared resource? 

Additional Reading 
• Auditing overview 
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What is an Audit Policy? 

 

Key Points 
An audit policy determines the security events to be reported to the network 
administrator. When you implement an audit policy: 

• Specify the categories of events that you want to audit. 

• Set the size and behavior of the security log. 

• If you want to audit directory service access or object access, determine which 
objects to monitor access to and what type of access to monitor. 

 

Additional Reading 
• Auditing overview 
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Types of Events to Audit 

 

Key Points 
Before you implement an auditing policy, you must decide which event categories 
to audit. The auditing settings that you choose for the event categories define your 
auditing policy.  

You can create an auditing policy that suits the security needs of your organization 
by defining auditing settings for specific event categories. 

Question: What categories of events does your company presently audit? If your 
company is not auditing, what event categories would you like to see audited in 
your organization? 

Additional Reading 
• Auditing overview 
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Demonstration: How to Configure Auditing 
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Lesson 4 
Overview of Windows Server Update Services 

 

This lesson introduces Windows Server Update Services (WSUS), which is a tool 
for managing and distributing software updates that resolve security vulnerabilities 
and other stability issues.  

WSUS enables you to deploy the latest Microsoft product updates to computers 
running the Windows operating system. 
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What is Windows Server Update Services? 

 

Key Points 
WSUS enables you to deploy the latest Microsoft product updates to computers 
running Windows Server 2003, Windows Server® 2008, Windows Vista™, 
Microsoft Windows® XP with Service Pack 2, and Windows 2000 with Service 
Pack 4 operating systems. By using WSUS, you can fully manage the distribution of 
updates that are released through Microsoft Update to computers in your network. 

WSUS 3.0 provides improvements in the following areas: 

• Ease of use 

• Improved deployment options 

• Better support for complex server hierarchies 

• Better performance and bandwidth optimization 

• The ability to extend WSUS 3.0 using improved APIs 
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Question: What Microsoft operating systems can make use of the WSUS services? 

Additional Reading 
• Microsoft Windows Server Update Services 3.0 Overview 

• New in Windows Server Update Services 3.0 
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Windows Server Update Service Process 

 

Key Points 
The Microsoft recommended approach to the update management process 
consists of an ongoing set of four phases; assess, identify, evaluate and plan, and 
deploy. It is essential to repeat the update management process on an ongoing 
basis, as new updates become available that can enhance and protect the 
production environment. 

Additional Reading 
• Microsoft Windows Server Update Services 3.0 Overview 
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Server Requirements for WSUS 

 

Key Points 
Prerequisites for WSUS servers include: 

• Windows Server 2003 SP1 or later, or Windows Server 2008 

• Microsoft Internet Information Services (IIS) 6.0 or later 

• Windows Installer 3.1 or later 

• Microsoft .NET Framework 2.0 

 
Hardware and database software requirements are driven by the number of client 
computers being updated in your organization. A WSUS server using the 
recommended hardware can support a maximum number of 20,000 clients. Both 
the system partition and the partition on which you install WSUS must be 
formatted with the NTFS file system. 
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Question: How do language options for updates effect the server requirements for 
WSUS 3.0? 

Additional Reading 
• Deploying Microsoft Windows Server Update Services 3.0 
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Automatic Updates Configuration 

 

Key Points 
You can use Group Policy or the registry to configure Automatic Updates. 
Configuring Automatic Updates involves pointing the client computers to the 
WSUS server, making sure that the Automatic Updates software is up to date, and 
configuring any additional environment settings. 

How best to configure Automatic Updates and WSUS environment options 
depends upon your network environment. In an Active Directory environment, 
you use Group Policy, while in a non-Active Directory environment, you might use 
the Local Group Policy object or edit the registry directly.  

Question: When would you use the registry-based configuration for client 
configuration of Automatic Updates as opposed to using Group Policy? 

Additional Reading 
• Deploying Microsoft Windows Server Update Services 3.0 
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Demonstration: Installing and Configuring WSUS 
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Lesson 5 
Managing WSUS 

 

This lesson explains how to manage WSUS by performing administrative tasks 
using the WSUS 3.0 administration console, managing computer groups to target 
updates to specific computers, and approving the installation of updates for all the 
computers in your WSUS network or for different computer groups. 
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WSUS Administration 

 

Key Points 
The WSUS 3.0 administration console has changed from a Web-based console to a 
plug-in for Microsoft Management Console (MMC) version 3.0.  

The WSUS 3.0 administration console also enables you to: 

• Manage WSUS remotely. 

• Configure post-setup tasks using a wizard. 

• Generate multiple reports with improved precision. 

• Maintain server health more easily. 

 
Question: How do you manage the WSUS infrastructure remotely from another 
server or workstation? 

Additional Reading 
• Client Behavior with Update Deadlines 
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Managing Computer Groups 

 

Key Points 
Computer groups are an important part of WSUS deployments, even a basic 
deployment. Computer groups enable you to target updates to specific computers. 
There are two default computer groups: All Computers and Unassigned 
Computers. By default, when each client computer initially contacts the WSUS 
server, the server adds that client computer to each of these groups.  

You can create custom computer groups. One benefit of creating computer groups 
is that they enable you to test updates before deploying updates widely. If testing 
goes well, you can roll out the updates to the All Computers group. There is no 
limit to the number of custom groups you can create.  

Question: What are some of the benefits of using computer groups in WSUS for 
deploying updates? 

Additional Reading 
• Release Notes for Microsoft Windows Server Update Services 3.0 

 



 Configuring Server Security Compliance 14-33 

Approving Updates 

 

Key Points 
After updates have been synchronized to your WSUS server, they are automatically 
scanned for relevance to the server’s client computers. However, you must approve 
the updates manually before they are deployed to the computers on your network. 
When you approve an update, you are specifying what WSUS does with it (the 
options are Install or Decline for a new update). You can approve updates for the 
All Computers group or for subgroups. If you do not approve an update, its 
approval status remains Not approved, and your WSUS server allows clients to 
evaluate whether or not they need the update. 

Additional Reading 
• Managing Windows Server Update Services 3.0 

• Best Practices with Windows Server Update Services 3.0 
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Demonstration: Managing WSUS 
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Lab: Configuring Server Security Compliance 

 

Objectives 
• Configure and analyze security using the Security Configuration Wizard. 

• Use the Security Configuration and Analysis Wizard to analyze security 
templates. 

• Configure Windows Software Update Services. 
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Lab Setup 
For this lab you will use the available virtual machine environment. Before you 
begin the lab, you must: 

• Start the NYC-DC1, NYC-SVR1, and NYC-CL2 virtual machines. 

• Log on to the NYC-DC1, NYC-SVR1, and NYC-CL2 virtual machines with the 
user name administrator and the password Pa$$w0rd. 

• On the computers running Windows Server 2008, close the Initial 
Configuration Tasks window that appears after log on. 

• On the computers running Windows Server 2008, close the Server Manager 
window. 

 

Scenario 
As the Windows Infrastructure Services Technology Specialist, you have been 
tasked with configuring and managing server and client security patch compliance. 
You must ensure systems maintain compliance with corporate standards. 
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Exercise 1: Configuring and Analyzing Security 
In this exercise, you will configure and analyze security using the Security 
Configuration Wizard. 

The main tasks are as follows: 

1. Ensure that you have completed the steps in the Lab Setup section. 

2. Open the Security Configuration Wizard on 6421A-NYC-SVR1 and use the 
wizard to configure security for a particular server role. 

 

 Task 1: Ensure that you have completed the steps in the Lab Setup 
section 
1. Start the NYC-DC1, NYC-SVR1, and NYC-CL2 virtual machines. 

2. Log on to the NYC-DC1, NYC-SVR1, and NYC-CL2 virtual machines with the 
user name administrator and the password Pa$$w0rd. 

3. On the computers running Windows Server 2008, close the Initial 
Configuration Tasks window that appears after log on. 

4. On the computers running Windows Server 2008, close the Server Manager 
window. 

 

 Task 2: Open the Security Configuration Wizard on NYC-SVR1 
1. On NYC-SVR1, open the Security Configuration Wizard from the 

Administrative Tools menu. 

2. On the Welcome to the Security Configuration Wizard page, click Next. 

3. On the Configuration Action page, under Select the action you want to 
perform, ensure that Create a new security policy is selected, and then click 
Next. 

4. On the Select Server page, verify the server specified in the Server text box is 
NYC-SVR1, and then click Next. 

5. On the Processing Security Configuration Database page, wait for the 
process to complete and then select View Configuration Database. 

6. When the SCW Viewer opens, an Internet Explorer message box may appear 
asking for permission to allow an Active X control. Click Yes in this message 
box. 
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7. Scroll through and read the list of Server Roles, Client Features, 
Administration and Other Options, Services and Windows Firewall. 

8. Close SCW Viewer, and then click Next. 

9. On the Role-Based Service Configuration, Select Server Roles, Select Client 
Features, Select Administration and Other Options, and Select Additional 
Services pages, accept the default settings, and then click Next. 

10. On the Handling Unspecified Services page, verify that Do not change the 
startup mode of the service is selected, and then click Next. 

11. On the Confirm Service Changes page, scroll through the list and note which 
ones are being disabled, and then click Next. 

12. On the Network Security page, click Next to start configuring network 
security. 

13. On the Network Security Rules page, scroll through the list of ports that will 
be opened, and then click Next. 

14. On the Registry Settings and Audit Policy pages, select Skip this section, and 
then click Next. 

15. On the Save Security Policy page, click Next. 

16. On the Security Policy File Name page, specify a name of 
NewMemberSVR.xml at the end of the 
C:\Windows\Security\msscw\Policies path that is listed, and then click 
Next. 

17. On the Apply Security Policy page, select Apply Now, and then click Next. 

The Applying Security Policy page appears and the wizard prepares and 
applies the policy. 

19. When Application Complete appears above the status bar, click Next. 

20. On the Completing the Security Configuration Wizard page, click Finish. 
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Exercise 2: Analyzing Security Templates 
In this exercise, you will analyze security templates. 

The main tasks are as follows: 

1. Create a customized Microsoft Management Console (MMC). 

2. Analyze current computer settings against secure template settings. 

3. Configure the computer with the secure template settings. 

 

 Task 1: Create a customized Microsoft Management Console (MMC) 
1. On NYC-SVR1, create a custom MMC with the Security Templates and 

Security Configuration and Analysis snap-ins. 

2. Using the Console1 MMC created above, create a new template with a name of 
Secure. 

3. Expand the Secure policy, expand Local Policies, and then select Security 
Options. 

4. Double-click Interactive Logon: Do not display last user name. 

5. Select the Define this policy setting in the template check box, click 
Enabled, and then click OK. 

6. Save the Secure template. 

7. Leave the Console1 MMC open for the next task. 

 

 Task 2: Analyze current settings against secure template settings 
1. In the Console1 MMC list pane, right-click Security Configuration and 

Analysis, and then click Open Database. 

2. In the Open Database dialog box, type a file name of Secure, and then click 
Open. 

3. In the Import Template dialog box, select the Secure template, and then click 
Open. 

4. In the Console1 MMC list pane, right-click Security Configuration and 
Analysis, and then click Analyze Computer Now. 

5. In the Perform Analysis dialog box, click OK to accept the default log name. 
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6. When the analysis is complete, in the list pane, expand Security 
Configuration and Analysis, expand Local Policies, and then select Security 
Options. 

7. Scroll down to Interactive Logon: Do not display last user name and 
compare the database setting to the computer setting. You should see a red “x” 
on the item, which indicates that the settings are different between the 
computer setting and the database setting. 

8. Leave the Console1 MMC open for the next task. 

 

 Task 3: Configure the computer with the secure template settings 
1. In the Console1 MMC window list pane, right-click Security Configuration 

and Analysis, and then select Configure Computer Now from the available 
options. 

The template is applied to the computer. 

3. From the list pane of the Console1 MMC, right-click Security Configuration 
and Analysis, and then select Analyze Computer Now. 

4. In the Perform Analysis dialog box, click OK to accept the default log. 

5. When the analysis is complete, expand Local Policies, and then select 
Security Options. 

6. Scroll down to Interactive Logon: Do not display last user name and verify 
that a check mark appears indicating that the database setting and computer 
setting are the same. 

7. Close the Console1 MMC window. 
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Exercise 3: Configuring Windows Software Update Services 
In this exercise, you will configure Windows Software Update Services (WSUS). 

The main tasks are as follows: 

1. Use the Group Policy Management Console to create and link a GPO to the 
domain to configure client updates. 

2. Use the WSUS administration tool to configure WSUS properties. 

3. Create a computer group and add NYC-CL2 to the new group. 

4. Approve an update for Windows Vista clients. 

5. Close all virtual machines and discard undo disks. 

 

 Task 1: Use the Group Policy Management Console to create and link 
a GPO to the domain to configure client updates 
1. On NYC-DC1, open Group Policy Management from the Administrative 

Tools menu. 

2. In the list pane, right-click WoodGroveBank.com, click Create a GPO in this 
domain, and Link it here, and name the GPO WSUS. 

3. Right-click the WSUS GPO link under WoodGroveBank.com, and then click 
Edit. 

4. In the Group Policy Management Editor window, expand Computer 
Configuration, expand Administrative Templates, expand Windows 
Components, and then click Windows Update. 

5. In the details pane, double-click Configure Automatic Updates. 

6. In the Configure Automatic Updates Properties dialog box, on the Settings 
tab, select Enabled. In the Configure automatic updating drop-down list, 
click 4 - Auto download and schedule the install, and then click Next 
Setting. 

7. On the Specify intranet Microsoft update service location Properties page, 
on the Settings tab, select Enabled. Under Set the intranet update service for 
detecting updates and under Set the intranet statistics server, type 
http://NYC-SVR1 in the text boxes, and then click Next Setting. 

8. On the Automatic Updates detection frequency Properties page, select 
Enabled, and then click OK. 
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9. Close the Group Policy Management Editor, and then close the Group Policy 
Management tool. 

10. On NYC-CL2, open a command prompt. 

11. At the command prompt, type gpupdate /force, and then press ENTER. 

12. At the command prompt, type wuauclt /detectnow, and then press ENTER. 

13. Close the command window on NYC-CL2. 

 

 Task 2: Use the WSUS administration tool to configure WSUS 
properties 
1. On NYC-SVR1, open Microsoft Windows Server Update Services 3.0 from the 

Administrative Tools menu. 

2. In the Update Services administrative tool window, in the list pane under 
NYC-SVR1, click Options. 

3. Using the details pane, view the configuration settings available in WSUS, and 
click Cancel for each item when complete. 

 

 Task 3: Create a computer group and add NYC-CL2 to the new group 
1. In the list pane, expand Computers, and then select All Computers. 

2. In the Actions pane, click Add Computer Group and name the group HO 
Computers. 

3. Change membership of the nyc-cl2.woodgrovebank.com computer object so 
that it is a part of the HO Computers group. 

 

 Task 4: Approve an update for Vista clients 
1. In the Update Services administrative tool, in the list pane, expand Updates, 

and then click Critical Updates. 

2. In the details pane, change both the Approval and Status filters to Any. Notice 
all of the updates available. 

3. In the details pane, change the Status filter to Failed or Needed. A number of 
required updates are listed as reported by the computers within the network. 

4. In the Critical Updates details pane, right-click Update for Windows Vista 
(KB936357), and then select Approve from the context menu. 
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5. In the Approve Updates window that appears, click the arrow next to All 
Computers, select Approved for Install, and then click OK. 

6. On the Approval Progress page, when the process is complete, click Close. 

Note: Notice that a message appears stating that the update is approved but must 
be downloaded to complete. 

7. In the Update Services console, click Reports. 

8. View the various reports available in WSUS. Determine how many updates are 
required by NYC-CL2. 

 

 Task 5: Close all virtual machines and discard undo disks 
1. On the host computer, click Start, point to All Programs, point to Microsoft 

Virtual Server, and then click Virtual Server Administration Website. 

2. Under Navigation, click Master Status. For each virtual machine that is 
running, click the virtual machine name, and in the context menu, click Turn 
off Virtual Machine and Discard Undo Disks. Click OK. 
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Module Review and Takeaways 

 

Review Questions 
1. What kind of challenges might a small to medium-sized business experience 

that may not be as large an issue for a large enterprise? 

2. What is one benefit of using the Security Configuration and Analysis tool to 
compare template settings against the settings presently being applied to the 
computer? 

3. If you decide to put an audit policy in place, how should you configure the 
security log properties in Event Viewer? 

4. What must an administrator do before any update is sent to clients and servers 
via WSUS? 

5. What is the reason for setting a deadline for automatic installation to a past 
date? 
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Best Practices 
Regardless of the operating system you are using, the basic steps for securing it are 
the same. Consider the following best practices for securing an operating system: 

• Install all operating system patches. 

• Verify user account security. 

• Eliminate unnecessary applications and network services. 

• Install and configure necessary applications and network services. 

• Configure system logging to record significant events. 

• Keep applications and operating system patches up to date. 
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Course Evaluation 

 

Your evaluation of this course will help Microsoft understand the quality of your 
learning experience.  

Please work with your training provider to access the course evaluation form.  

Microsoft will keep your answers to this survey private and confidential and will 
use your responses to improve your future learning experience. Your open and 
honest feedback is valuable and appreciated. 
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